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802.11b/g/n E1=1& 5GHz 802.11a/n DI ANV L AT E T R—MNAB— Ry ZiERHELI=Y LAN O
TN BA—0T7AIUZTHOERALIEYTERLSIZHYET,
DANVYLRARYNT =D BT BHIZH-Y, BEBLEIND X 1UTALRNILERETLTIESLY,

BT B

TANLRT I CRT IV EARAUNERET DU LT DHARIA 0 EERZIREAT D0
ENHYET,

TAVLABBRRELEBEDHAS1>

DAV L RAEGHBEIETAVLRATIEARA VDR BIREBIZEYH L TY , BE, R)L—
TYMNNITHF—TUR . /—FPCDIANLARATETA—DEEEHLEEICLYBRLTY,

IR HARSAVIZHDIEWNE NN TA—T RGO TSV L AT IERARAAAD
BENTELRLEIELABYET,

REDEREBL-OIZ. UTDHARSAUIZLERS>TIAVYLRATIEARAVNERTE
LTLIZELY,

o PCZEEMESEBIGFAOFMTEIZHRELET.

* PCHBRABLILEMAD EFITHELET,

e PCEBFLUY.24GHz A—FLRKRVEDFHRERNIOBMLTHRELET,

o RELGEEEPAIOHMLTERELET,

e NET7UTTEEEICKRETDIEKFARDAN—ELET . N7 TFTEKEAMIZ
RETHE. L TARZENN—LFET, GV &7 T7F1X WNDAP360 IZIEfTELTHYE
HA,)
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o JANLRTZIEARARAVEERFEALTWSLLIE, BELET7IERRAUMNIELS
BRB(FroRrIV)EFEATAESIHTELET ., 24GHz B TIE 5 FroRILEBEL T
ELET, (Bl: FroRIL1L6%)

DANXLAOARILAVEEILTHDICHNSERIEEX ) TR ELHREREICIKELE
9, WEP [ZLEERAIEWVERIANMNYZET, /—k PC TWEP (XEHEELMOAKXKIYES
EYFET,

41— Ry IREH

DAY LRATIERARAUME LAN EDRE RI-45 ARIB—D YA AT HTT)—5 41—
YRy —JIILTEBKELED,

LAN %7€ Z 4

DANLARAT O RARAUNEDRRET BIZ(F, AvE1a—3—ETA NV LRTIERRA Uk
ERTOIOVELIDYET,

aAVE1—43—E

DAY LRTIERRAUMNIESET BICIE, a0 E1—4—I[F 802.11b/g/n £1=1% 802.11a/n
DITAVYLRTETA—MNAURR—IILENTNBIDBRENHYET,

JANLRATOICARAIDAUAN—LEETE

TANLRT VEARAUNEAD AR—=ILF BRI BEVDDA—FRobRybT =05 R
PTHHIZLEERLTZEN,, TAVLRT I ERARA UM/ —H Ry bRy T — D128
LET . ZD%. 802.11b/g/n F=[F 802.11a/n TA VL AT HE TA—%HFHDa E1—4—N
A—HRybrybD—HLBELET,

UTDFIETITANVLRAT I EARAU A AM—ILLTEELET,

1. TAVLRTUEARRA UL EIVE 2 —F—THEHLET,
DANXLART9ERRAUMNZOTAOLET,

EARRTEELHBREEZLET,

IP §%%E & DHCP H—/N\—8&EZLFET,

EXIAVLAREELET,

a > w N

15
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AN LRTIEARA MOV E 1 —4—IZHRT 5

AE:TAVLART IV RARAUNET I ALITKWVEFRIZERY AT 5RTIZT 4
YULRATVRARAUMDEEETAMELET,

TANLRT I RARS UM ERET S

1. BERTTHEZEEZRLET,

2. A—Y Ry ERAREEAVE 1 —3—F%EHELET, AVE1— 44— BRICFERAGDSEE
[£. a2 Ea1—4—0 TCP/IP SR EFEHLET,
aAVEa1—A—DIP PRL A% 192.168.0.210, BT Ryh<T X% 255.255.2550 [ZERFELE
95,

3. AVEaA—AR—¢TANVLARTIOCARA N EA—F RN Tr—T L TEHKLET .

avEa—4—

@ A—YryNr—TIL

( A—HRybR—k

WNDAP360

4. aVE1—R3—%#RBHLET,
5. TAXYLRT7IERARAVEDEREANET,

AE: DAV LATHOERARAUME PoE ZHHR—FLTUWVET , PoE R/ YFEH
BbH05E1E.AC 7H TE4—IETETT,

6. LUITZHRELET,
| Power/Test LED: 2B B RiBLFET . (EFEICIE. JAEA LD JLT=DHEKT
Q DR RIBDOERAT (TN 45 ). 81 DRITALOD RITEIEKRSRD
GEITEREERLET,

(1 Active LED: f —H R YMS T4V IR HAEEIZERBLET,

16
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. B LAN LED i EIZIGCTHATLET . 10Mbps DB E(LE LT, 100Mbps DB E L
T FLrY, 1000Mbps DIHE (L #k. LED N fTLAEWS S A —FRybr—T )L
DiEHEERL TS0,

2.4 GHz WLAN LED:24GHz D7 AV L AREEZRLET,
5 GHz WLAN LED:5GHz D7 AL RIKEEHFRLET,

AN LRATIERARAUMNZOT AT B

DANXLRTIEARADTIAHILEIP PRL X[ 192.168.0.100 TS, T4 VYL AT7IEX
RAUMET IAILET DHCP AEMIZHES>TWET , (F7—LIIT7ICE>TEYDEEL
HYET)

TALVYLRTIRARAUMIATA0F %

1. Web IS5 H—%FEET,

2. IS99 —DT7RLRN—IZTANVLATIEARAUCDTIHILEIP PRLR
http://192.168.0.100 # AALET . OV AV EEARREINET,

NETGEAR WNDAP360
onnect with Innovation ProSafe Dual Band
Wireless N Access Point

lm Help

Login
Usemame | admin
Password  eessssse

LOGIN

3. A—HY—R—LENRT—FHEAHALET, TI4ILIE Username = “admin”, Password
= “password” T3,

17
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4. LoginRB2%E9) v LET, General XREEEMNRTSMNET .

NETGEAR WNDAP360

Connect with Innovation ™ ProSafe Dual Band
Wireless N Access Point

Configuration Monitoring Maintenance Support

System | IP | Wireless | Security | Wireless Bridge

General
P General 7
Time -

Advanced Access Point Name netgear848988

Country / Region United States ;I

Cloud Settings @

Cloud Enabled ® ves C No

Cloud Activation Status Pending

Cloud Connectivity Status Disconnected

Click here to open Cloud Management

OTE: If Cloud Enabled iz set to Yes. thizs Access Point ;I
ill periodically attempt to contact HETGEAR Clowd Wireless
erver to check if this Access Point has been registered
ar cloud management. ;I
CANCEL APPLY

Copyright € 1936-2015 Metgear &
Web BB A A—TJ1x—X
Web IS A—TJ1—AD LEIZHDFTES =3 3 TIXERBRRTINTEY., 74V LR

TOEARLACDT R TDEREEHEBEANT I ERTBIENTEEFT . HLVA—DAZ1—IEH
[LBIRLI=FES— 33T L= > TEIELET,

Configuration Monitoring Maintenance Support

System | IP | Wireless | Security | Wireless Bridge

A TIZIZ Apply,Cancel B LUV EIEIZ&KHSTIL Edit KAV NRTEINET,

EDIT CANCEL APPLY

NoDRAVIFLT OHEEZFHEET,

 Edit:BIFDEREERELET .
e Cancel:BIE CiTo-RELXRZFT v ILLET,
o Apply: BIE CITo-BRELEEFRFLERLET,

18
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EARD AT LEKTE LR EETTD

AETAVLARTOERARAUMZOT 42T B, General BIRARTENET .

BERKORTLEREZITD
1. Configuration > System > Basic > General ZZERL T General BlEZ X RLET .
NETGEAR WNDAP360

Connect with Innovation ™ . ProSafe Dual Bl:lll'ld
Wireless N Access Point

Configuration Monitoring Maintenance Support

System | IP | Wireless | Security | Wireless Bridge

General
PO General 7
Time -
Advanced Access Point Name netgear848988
Country / Region Japan ;I
Cloud Settings @
Cloud Enabled " Yes @ No

Click here to open Cloud Management

OTEZ If Cloud Enabled iz =zet to Yesz, thisz Accezz Point ;I

ill periodically attempt to contact HETGERR Cloud Wirelessz

erwer to check if this Access Point has been registered

ar cloud management. ;I
CAMCEL APPLY

Copyright © 1996-2015 Netgear &

2. UTORDIEBEHRELET

'.E_Iullzl

HH BH

TANXLARTIERRAUED NetBIOS &, T/ VYL RTIEARAY
FOEBDINIVIZRRLTHYET . T 74ILERE netgearxxxxxx T
Access Point Name |9, xxxxxx [T A VYL AT HIEARAbD MAC PRLADT 6 #7T
T, 15 XFFETDRAEDITEHIENTEET , COAFIE SNMP T
WMETHENTEET,

19
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Country/Region

DANVLRAT VARSI EHRET HEEERLET,
TREYHEICERELTEMELZSN,
CODEREEERTDE. TAVLRAT I RARAUMNEIBEBLET,

A

Cloud Enabled

ESRRAEUISIILTANY LRI R—¥—(BCWM) TIANYLRTY
TARAUNEEIBT HHFIZ Yes B IRLET .

DANVLRAT7 I RARA MBI (REAVR70O0) TEE T AEE12IE
No Z:&IRLET, COT=2FI/LTIE No Z:BIRLFET,

CDEREEERTDHE, TAVLRATIVEARAVMNEIBEBLET,

Cloud Activation
Status

CDRZATIDEFRETIHFERALEE A

Cloud Connectivity
Status

CDRZATIDEFRETIHFERALEE A

3. Apply RAVED)YILTEREEXZRFLET,
HRREETS

1. Configuration > System > Basic > Time ZiZRL T Time BEZXRLET,
NETGEAR

Connect with Innovafion ™

Configuration Monitoring Maintenance Support

System | IP | Wireless | Security | Wireless Bridge

Time
kS
G I = 3
snera Time Settings @

Advanced Time Zone Japan =
Current Time Sat Mow 28 14:51:10 15T 2015
NTP Client # Enable ¢ Disable
Use Custom NTP Server -

Hostname / IP Address time-b.netgear.com

CAMNCEL APPLY

WNDAP360

ProSafe Dual Band
Wireless N Access Point

Copyright @ 1996-2015 Metgear &

2. UTOEBZEHRELFY

HH

l'E-Iull:l

B4
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Time Zone HREIGFIOZA LY —%FERLET,

Current Time BREODBRBRERRLET,

NTP Client DANXLARAT AR A2 D NTP(Network Time Protocol) 7547
UrEAMDICLTHMERIEAZLET . T 74 /LML Enable (B%h) T
9,

Use Custom NTP TIAILRUUSND NTP H—/N\—FIEE T HESITEIRLET,

Server

AE:O—HILRYRT—ILUSND NTP H—/\—%FSZ(FA 05—
TYRAERTDIDHELHYET

Hostname |NTP H—/\—® IP 7RRF=IFIRAMEEFIRELE
/1P 9, T 74 JLIE time-b.netgear.com TY .

Address | e ARZ B EES =512 (% DNS H—/ \—BEAE
NTWBCEERRL TS,

3. Apply REUZED)VILTREEZREFLET

21



IP

IPEEET S
1. Configuration > IP > IP Settings 1 #RL T IP Settings BIEZ* & RLET,

NETGEAR

Connect with

nngvation ™

Configuration

System [ IP

DHCP Server
Settings

Snooping

E & DHCP H—/3—

Monitoring

i Wireless |

WNDAP360 BT =27/l

1 ]

ax X

WNDAP360

ProSafe Dual Band
Wireless N Access Point

Maintenance Support

Security | Wireless Bridge

IP Settings
IP Settings @
DHCP Client @ Enable  Disable
IP Address 192.168.1.20
IP Subnet Mask 255.255.255.0
Default Gateway 192.168.1.1
Primary DNS Server 192.168.1.1
Secondary DNS Server
Metwork Integrity Check C

CAMCEL APPLY

Copyright © 1996-2015 Netgear &

2. UTOEBZEHRELEFY

RE Eo)
DHCP Client T ARA2RD DHCP U547 b %HE %) (Enable) ITLET,
IP Address DANYLATIEARAULD IP PRLRAZEIRELET , T 7AILME

192.168.0.100 T9,

IP Subnet Mask

IRV IRIVERELET .

Default Gateway

FIAIMT—rHTL(DIP PRLREHRTELET,

Primary DNS Server

Secondary DNS
Server

DNS H—/\—%EELET,

Network Integrity
Check

TAVLRERE T BRNIT Y ITRAMN) —L) VIR EMTHAH LR
HRBLET . TIHINT— b ITADNEREESN TSI LEERERL TS
=Sy,

4. Apply RAVEI )L TCEREZRELET,
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DAXLRATIEARAUMINENRYRT—ITRIZIIDTAVLRISATUMMTDI=8HD
DHCP H—/\—HEREF IRt T 2N TEE T, DHCP H—/N\—FFH T B, Efcnhi=D04
YL RIHRIZ TCP/IP BREZERM T HIEATEFT

DHCP H—/\—&E%T 5

1. Configuration > IP > DHCP Server Settings %%k L T DHCP Server Settings EIHE# &

=~LET,
NETGEAR WNDAP360
Connect with Innevafion™ ProSafe Dual Band

Wireless M Access Point

Configuration Monitoring Maintenance Support

System | IP | Wireless | Security | Wireless Bridge

1P Settings DHCP Server Settings

DHCPv4 Server Settings

ST DHCPv4 Server T Enable  Disable
DHCP Server VLAN ID 1
Starting IPv4 Address 192.168.0.2
Ending IPv4 Address 192.168.0.50
Subnet Mask 255.255.255.0
Gateway IPv4 Address 192.168.0.1

Primary DNS Server

Secondary DNS Server

Primary WINS Server

Secondary WINS Server

Lease 1 days | O hours | O minutes

CAMCEL APPLY

Copyright © 1996-2015 Netgear &

2. UTOEBZHRELFT

IRH BL

DHCP Server FTvoR v A% ERL T DHCP H—N\—%HRZLET . EYHTBIP 7
RLRIZTZIOERARAUED LANIP PRLRERILH T RY D —HTHAIDLELHYET,

DHCP Server VLAN |DHCP H—/\—® VLAN ID 35§ LE T, &iBI% 1—4094 TY,
ID

Starting IP Address |DHCP 2547 MZEIYETHIP PRLADRVIDEEIEELE
o TIAILEE 192.168.1.02 TS,

Ending IP Address DHCP V547 UNZEIYHTHIP PRLRADREDIEZIEELE
4, TFIA4JLME 192.168.1.50 TT,

Subnet Mask B IRYRIRIFERRELE T, T 74 /LM 255.255.255.0 TY,
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Gateway IP Address |DHCP 9547 rDTIAHILMT —r oA/ IP PRLAZIEELE T,
FIA4ILRE 192.168.0.1 TT,

Primary DNS Address | 754 <!)—DNS M IP PRLRZFIEELET

Secondary DNS|tEAUA1)—DNS D IP PRLRAZFHEELET,
Address

Primary WINS Server | 754 <1J—WINS —/\—®D IP PRLRFIEELET,

Secondary WINS wHUET)—WINS —/N\—D IP PRLRAFIEELET,
Server

Lease DHCP H—/\—®!)—ABBIZEEELET ., T 74/ILMNIT1H T,

3. Apply REUED) VUL TREEZRFLET

IGMP Snooping X %9 5
1. Configuration > IP > Snooping Z:#1R L T Snooping BIE* &R <LET
2. IGMP Snooping:Enable (B%h) 23 A& IP RILF XY AR YDA IETATILFEX YR

Configuration

Monitoring Maintenance Support

System | IP | Wireless | Security | Wireless Bridge

1P Settings Snooping
DHCP Server -
IGMP Snoopin
Settings ping
IGMP Snooping () Enable @ Disable
CAMCEL APPLY

RIL—T DAV IN—DIHIEEEEINT T COBEICKYTILF XY RS T v oM T
A—KRFX Y RERAL D ER—MZTZYT 1424 (Flooding) SNBZEEFHEET .

3. Apply RAED I L TEREEZEMLET,
EERXKITAVLREREEZT D

BRETHINVTTOIANVLAEBRDESETEIVESHEDE=OHIZ. ;MEFroRILB &
VEEEZET 802.11b/g/n BLU 802.11a/n TAVLRAERELZTOLELHYET , KUk
D—OIZEET 2012, TAVLATNAADEERTA VL AREEZELEETHINEL
HYET,
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VAN
= H

DAY LRTIRARAVNETANYLRAVE2—3—MBEREL. TAVLRT I+
ARAUED SSID PTVA VLR X 1UTAREEZERELT. Apply REVED) 9D
TBHE. DAV ARERELENET , HILLWIAVLRTIERARAVEDEREIZED
HCaAVEL— 33— DIAVLREREEZERETINENHYET,

802.11b/bg/ng P AV L AKEZEITD

1. Configuration > Wireless > Basic > Wireless Settings %33R L T Wireless Settings [ %
FRLET, UTORIE 802.11ng FREFEETY)

NETGEAR WNDAP360

nect with Innovafion ™ ProSafe Dual Band
Wireless N Access Point

Configuration Monitoring Maintenance Support

System | IP | Wireless | Security | Wireless Bridge

Wireless Settings

Wireless Settings
* Wireless On-Off

» QoS Settings

Advanced 802.11b/bg/ng 802.11a/na
Wireless Mode 2.4GHzBand © 11b T 11bg ® 1ing
Turn Radio On =
Wireless Network Name (S5ID) NETGEAR_11ng
Wireless On-0Off Status OFF
Broadcast Wireless Network Name (SSID) ® ves  No
Channel / Frequency Auto ;I
MCS Index / Data Rate Best =l
Channel Width Dynamic 20/40 MHz = |
Ext Protection Spacing Auto ;I
Ext Channel Offset Auto ;I
Guard Interval Auto -~
Output Power Full =l

CAMCEL APPLY

Copyright @& 1996-2015 Netgear &

2. 24GHz NURTODITAVLRAE—RESTCARETERLET,

11b:802.11b E—RIZERELE T, /Ny I T—Fa /R F T )L 802.11n & 802.11g T/
ARALETATRET T

11bg:802.11bg E—RIZERELET . /Ny T—Ra/F T )7L 802.11n T/Af XL 4%
fealgETY .

11ng: (T 74JLIERTE) 802.11ng E—RIZERELFE T, 802.11b TS R(TIEHRTEFE
A,

DAY LRE—FREZEEJ BHE, Turn Radio On FryoRy IR IZBERIIZO) TSN, T
RTHDHFREEENITL—TOrENFET,
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. Turn Radio On: Fxv ORI REFEIRT BHERYTT7ITRI)—OBNRTRENET,

AEBEFEREAVICLEVWERWVETA ., BIRELEHEIZLIEZHZTEOR
YR D—HF 21— G ORST L a—T oo IZIFBIZIIBET,

. OKAREZUED)YILTIAVLRE—RDEEFHERLET . TEIFRTEL TLT Apply
REED )T BETITEICLHYEE A

. BRYDIEBZERELEY,

RHE

an A

Wireless Network Name
(SSID)

RA32XFD SSID ZHELET . AXFENXFIIRANE
NnET., TI74/LRE NETGEAR 11ng TT,

Wireless On—Off Status

TAVLADREZTRLET

Broadcast Wireless
Network Name (SSID)

Yes:SSID #JO0—KR¥FvARLET,
No:SSID #70—K*+vXFLEE A

Channel / Frequency

FroRIV/ EIREBEERLET, TI4ILME Auto T, F¥
ORIV ERBIIEEREETAVLRAE—RIZE>TERYE
ERS

AE:FHENRELGUAEVEET IV ERIHYFEEA,

11ng E—FDEED &

IAEFEAEDES.
T4 ILRERE CRIED
YEE A,

KOy &) ZH S MCS (Modulation and
Coding Scheme)index EEIET—2L—FEE
RLET, TIAILME Best TY,

MCS Index /
Data Rate

Channel Width | F¥> L iEIEZEIRLET,

F > 2 )L 1818 T Dynamic 20/40 MHz &E1-
(X 40 MHz ZBIRT BERETEFT . T4
JLR®D Auto [THRZ T 20 £1-1% 25 2 BIRT=E
*9,

Ext Protection
Spacing

AE: Channel Width A% 20MHz DB & [FER
TEFEEA.

F 2 )L 8 T Dynamic 20/40 MHz %=
(% 40 MHz 28R S EBRETEFET . T 74
JUR® Auto [ZH0Z T Upper E7=1& Lower &
RTEFET,

Ext Channel
Offset

AE: Channel Width A% 20MHz DB & [FER
TEEEA.
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FHENSEEERETHHICTH—F123—
NILVEBRLET, TIAIID Auto [TINZ T
Guard Interval |Long — 800 ns ZEBIRTE=FET, LN DL H
O—T AR Long H—F A 3— N\ LDH

TIHELEY .
11b & 11bg E—F DD Data Rate KOvITHE OV AMDSERT—2L—F5&
H IRLET, TIAILEE Best TY .

EEHRAZEROYTE OV RN DBIRLET , ZIREX I Full,
Half Quarter, Eighth, Minimum T3, 7 24L& Full T3,

FAEHAZEKRETNIENTH—T R EIHELTTH,. FALT
YZIZECF Yo RILTEMELTWB T I ERARA R EHH
DEBEBITTFENRELET,

Output Power

AEBEVOEDHARHIEE T HEIITLTIZEL,

4. Apply REUZEV )Y ILTHREZRELTERLEZTAVLRAE—FZERICLET,

AE: BRTAAY () FEHEIAVYLRAE—RERLET,
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802.11a/na JA VYL REREZITO

1. Configuration > Wireless > Basic > Wireless Settings %33R L T Wireless Settings [E %

RRLET, (LLTOEIE 802.11na

Configuration

System | IP | Wirel

* Wireless On-Off
@ QoS Settings
Advanced

11—

BEEMETY)

NETGEAR’

Connect with Innevation ™

Monitoring Maintenance Support

ess | Security | Wireless Bridge

Wireless Settings

Wireless Settings

802.11b/bg/ng 802.11a/na

Wireless N Access Point

WNDAP360

ProSafe Dual Band

Wireless Mode 5GHz Band © 11z ©® 11na
Turn Radio On ~
Wireless Metwork Name (SSID) METGEAR_11na
Wireless On-Off Status OFF
Broadcast Wireless Network Name (SSID) ® ves C No
Channel / Frequency Auto ;I
MCS Index / Data Rate Best =
Channel Width Dynamic 20/40 MHz = |
Guard Interval Auto ;I
Output Power Full ;I
CAMCEL APPLY

Copyright © 1996-2015 Netgear ®

S5GHz/ N\ KD T AV L RAE—RSOARELTEIRLET,

e 11a:802.11a E—FIZERELE T, /\wIT—FaU/\FT )L 802.11n T/INARE
EHAIRETT,

e 1lna: (TI#4ILAEETE)802.11na E—RIZERTELZET,

DAY LRAE—RELEFEJ 5L, Turn Radio On FvoRyHIRITEEIIZH) TSN, T
RTHOHBREBEBENITL—TIrENFET,

. Turn Radio On: Fx IRV I REEIRT BERYTTITRY)—UBRFRENET,

FEBBIIEREAVICLEVWERVWETN, BREFLEDBIIEIFHZTEDOR
YR —GF 21— OrSTILoa—T42T 2R RIZIIBEET,

OKRAVED)YILTIAVLAE—RDEREHERALET , TEIIFHZTEKR T LT Apply
REVED) VI TBETIXENLYEE A,

BRYDEBEZERELET

HH

6
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Wireless Network
Name (SSID)

RA32XFD SSID #{/ELFT . AXFENMXFFRFEINE
9, TI4 /LML NETGEAR 11ng TY .

Wireless On—Off
Status

TAVLADREZTRLET

Broadcast Wireless
Network Name (SSID)

Yes:SSID #7O0—KFvRARLET,
No:SSID #7A—KX ¥ XkLEE A

Channel / Frequency

Fro )L/ BEIRBEERLET, T74ILEE Auto T, FroRIL
/BREMITIEREETAVLRE—RIZE>TELRYETS,

FETFHEENREELGVNEVEESIRERHYFEA,

11lna E—FOFEOH

AE:FEAEDS
B. T IHILREEE
THEHOLYEE
Ao

KOy &) Zkhvi> MCS (Modulation and Coding
Scheme)index R T —FL—hEEIRLET . T2
#JLEIE Best TY,

MCS Index /
Data Rate

Channel Width | Fv> RILBEEZEIRLET,

THEHEIDEELERETD=HITH—F1E2—N)L
#RIRLET ., TIA4I/LED Auto [ZH1Z T Long - 800
ns ZEIRTEEFT, VO DLAL—FTINA R
Long H—FA2A—/NILDH TEMELE T,

Guard Interval

1Ma E—FDOEBOH

FOYTF OV A LERT —2L—MERIRLE

Data Rat .,
ata rate 9, TI4 L& Best TI,

Output Power

EEHENZERFOYTEHUY AL RIRLET , EIRLIE Full, Half,
Quarter, Eighth, Minimum T, T 74 J/LKZ Full TY,

AEHAZEREGTNIENRNTH—T R EHELEFTH. ALTYT
[CRICFYoRILTEELTWA TV ERARA VN EHRHEBE L
FHENREELET,

AEHBEVOEDE ARHICEE T HEIITLTIZEL,

6. Apply REVEV)IILTEELZRFLTGERLEZDAIVLRAE—FEEMICLET,

AE: BET7AY

(=) XA EITAVYLRAE—FERLET,
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BRARKM(FroRIL)HARSAY

FEBNHIZERLCTAVLRT IRARAUSEMD T AV LRAT I 2ARA b DIELIZERE
FHBELSMNIERRRE (FroRIL ZRRETNETEHYFE A UTOHAEF1 VIS
o TLIZELY,

o JANXLRTZIERARAVIEBEF YU RILTES, FHEDLLBIRZRRD/INTA—IU R
NEONBZFYoRILEEIRLET,

o BHODIANLATIEARAUNEF->TWNAELIE, FHERLOT=OICBEL-T4
VLURTIBEARAVMEIRGEDF o RILEFESIKIIZLET . 24GHz TIEF ¥R ILHE
&5 FroRILERERITAZELFHRLET, (Bl 1FroRILEGF o RIL)

o AVISAMSIHFY—E—KRTIE. T4V LART—LavIdBEITRTOFYoRILER
X LTIAVLRT IR RANERRLET . EHDTAVYLRTIERRAUEN
FhndeE, —BESHABEVWLDOLREDODNET , CNIETAVYLRATIERRAS VLN
BIL SSID #5158 I2HKELE T, WNDAP360 [ET 74 ILERAL U TSRS Fvy—E—
KT,

ERXVAVLAERET AN S

BIZEIZOTIAVL AT IR RAVNERELIZE T, TAVLARAT IR RANERET
BRIZHBFELNDIAVE1—F—TIAVLRAEHRETAN T,

DAY LRAEHZET AT S

1. BEVLOIVELI—E—O 802.11b/g/n & 802.11a/n VAN LRATHA TR—IZJTA¥YLRT
HERARARERIL SSID EF v RIILERTELET,

2. AVE1—3—DTAVYLRTIERARLAIADTANLR) U OEH TSN EIER
L. 74X LARAT7OEARRA2U T DHCP H—/N\—%FH L TWBELIE, D4V LRTH
TRARA2 D DHCP H—/A—M 5 IP PRLADE|Y L TENEIMNESI I ERERLET,

3. Web IS5 —TAUEA—RYMIEHRIN TR EEZHERTEHHN. T F4—PT74)L
(7 OERTEBNERERLET,

A

g

-3
=

DAVLRAT IR ARA VM ERVNT—VITRE T HRICIAVPLREF
1')7'4%@@@%&%’5_"[,*?0
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VAVLART I ERARAVNERET B
RIEYAF1F

RAHABFFYNEE>TITAVLRT I ERRSAUNERY F1+5
1 RAMAFUPEHRLET.

TITA4T TL—k
=N,

2. I9UTAVT T—bETANLRTIEARA VDS EYSNLET .

3. EEEXRHFL—ILIZCEYFTITET,
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4, XY T4 TTo— e BIZRYFITET,

1. AN—F DAV LRATIERARAMZRYFIFET, .
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EEMEERY £ (F

BERAFIMEESTIMVLRT IR RAUMERYFITS
1 BERAFVMERBLET,

QT

© [
[7] u
IL," (&)'J
\] |
)
by

T ITAT TL—bk

% ' | FeE.
g

©
[
|,|
U

2. IVUTAVT TU—bETAVLRAT IR RAVEDSRYSNLET

3. XTI TU—hEEEIZRYMIHET .
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4 T—INETAVLRATIEARAUMIBRYFITES

5, TAVLRTIERRAVNER YL T4 T TL—MIRYHFET,

f

6. HN—ZFETA VL AT I ERARAUMIBRYFITET,
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HUZERYF1TS

TLXLRT IERRA U ERIZIRY 13
IN=DYRETANLRTIERARAVEDEDRIZERYFIFET, .

ZI\—Tvk
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TAVLAREEEF)TA

CDETIZ WNDAP360 DI AV L AREBED R TE AEIZCDOLTELET,

DTANXLREX2)T4EEBMDTA VYL ABEEFRTET DRI, TIVLRTIERKRA U
NA—HRybRyhT—S (iR S, 802.11b, 802.11bg, 802.11ng, 802.11a, 802.11na DT A
YLURAREFZLTEEET, TAVLARYNTI—Y%5E T BICF. b BETHEF2)T4L
NIVEREILET,

AN
==

DANVLATIORARLUMET AL RAVE 2—3—hBLREL, T4/ VYLAT7I+
ARAUFD SSID OF ¥ RIL, TANVLA X2 TAEREELEEL T, Apply K4
VEIIVITDBE, VAL RAERERNET FILLWIASVYLRTIRRRAIUED
BEICEHLETIAVEL—E3—DIAVLAREEZETTILENHYET,

JANXLRAT—REXa)T4A4 Ty

BATEHIVEL—45—(E 802.11n TA VYL ARV T—ITERKRH 90 A—FILEEN TEEMN
ARETY , —HRMIIZ. BN TIEFE 30 A—FLLUANZETT ,
BRAIRNT—OT—REFELGY, JAVLAT—RIEEBATIEhY . BATH7ET4
—E O TV HBIE T —REZETAIENTEFET, TAVLATIEARAIVMNEIZDE
THN—ENTWSEMGEF ) T RETIREBLET, BELDORYNT—VIZELI-EF
A)TAEFENET,

WNDAP360

DAVYLAT—AtXa)T44TL a3

' > i - R FE150m 7z
\ \\ \ I p, f—
i ) ) ) I 0
2 . E¥aUTEL, BELAEFAYTEL. \

MACT7 Z2tRXYR: T—atF1) 7L,
WEP.-Z 21 AHESS.
WPA/WPA-PSK:3&hiz %171,
WPA2/WPA2-PSK: :THahiitXaUT 1,

4
Y

gk N =

BEVDDITAVLARYNT—IDEX1)T1ZEBOIHENNOIHYET,

o VLAN &&4(288810) BSSID #{#5:VLAN & BSSID (¥ aUT47Q774IL) BLUTSH
TRAEX 2 TAZHAEDLETRELET, &AL, SIRFICIETAVY LR E—F
YT OERIFREEINDD, AEDRY LT —IOANDT7 IR ITHBRESNFET,
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e MAC ZPRFLARTT7ZItERAZHIBTS:EETES PC DAFIEHmIESHETHAL PC (X
DANLARATIORARAUMIEHRTEEEAMAC FTRURTODT7IERFIRIERYED
—OANDREBRTIRRAIEIFCIEIEITESDD, T/ VY LARYNI—HTOT—F2TO—FK
FrAMIAEEINF=EDELLOTLNET,

e JAVYLARYLI—HZ(SSID)DTO—FF v ArEEILT S:SSID DT O—KF v X%
21k 5E,. ELLNSSID ##EF>TWWAT/NAADHDEH AT gL HYET, ThIZk-T
Windows XP D &3O DERD T AV L RAR YT —IT 4 AN\ —([FES LY
FIMN, TAEANHESNDIBEBITFELFELET,

o WEP:BBIZFEINBLSIZHY ., WPA-PSK B LU WPA2-PSK [ZEBZHZ b TLVE
ERR

o LA —802.1X: LA, —802.1X [ RADIUS R—R M 802.1x FREFH#FLVET M. T—2D
EEEIEHYFEE A,

e WPA & WPA-PSK (TKIP): WPA(Wi—Fi Protected Access)Xi& iz T —2tXa)T4%
TKIP(Temporal Key Integrity Protoco )i 5L CigELET .
WPA (& RADIUS R—Z M 802.1x FREEZEELVET,
WPA-PSK [F#£ 5B F—(PSK) &#BEEIC#ELVET S

e WPA2 and WPA2-PSK (AES) :WPA2(Wi-Fi Protected Access version 2)IX3& HixT—4
21T 1% AES(Advanced Encryption Standard)iE 51t CIRLE T,
WPA2 [& RADIUS R—X? 802.1x FRIFFELVET
WPA2-PSK [E#tF ¥ — (PSK) ZFREEICfELVE T,

e WPA & WPA2 and WPA-PSK & WPA2-PSK mixed modes: WPA/WPA2 & LT\ WPA-
PSK/WPA2-PSK Z#HLE T,

tXal)T47A774I)L

X)) TA4TATFAILTERERBMED SSID BICELGA X 1) T4 R EETAHIENTEE
T FREABEBMFTIAVLRTIEARAUMNIRERK 8 DDtEXa)T470T774)L(BSSID)
=HHR—rLET,

X)) T4TATFPAIVERTET BIZIE. RYNT—OBHEA4T . T—EES1E. 74V LRY
SAT7 M) Ta2/AL—230  EVLAN ID Z#ERLET
o RYMI—HEEEE

JANLRATIECARAVMEIT IAINTIIEREE L LDA—T U R T LELGESTLVET,

FYRT =R ERTET . TRTDIAVYLRTHE T2 —H WPA E1=1d WPA2 %4
R—rLTUWEWNZ EIZBELTESLY,

« TS
ERALEWNT —2ESEEEIRL TSN, TIAILETIEEESEITAL (None) £730T
WEY,

e DANLRIFATUMX ) T4t/ —32 (Wireless client security separation)
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BT bE. BLSSID ZHAT BS54 T7UMNEITEEREIITETF A COMEEL
RYRRRYRD ISR RAKETOTILADIGEIZRIZABET, T IHILMIEMTT,

e VLANID
BEMZLT LAN ORYRT—IFTINA R (INTORAYF) A VLANB02.1Q)EHHR—rLT

WBES, TAVLARATIEARAUEDTIA4ILEVLANID (& TO774 )L EBEE R (5
NET, TIAHILEVLANIDD [FHDRYRT—ITINAZADID E—HTLHDHENHYET,

SSID [T AL DO DIREEHARSAUIZDWTIFILLTD RNTEHRBALETD,

e BSS(basic service set)lZLNDOMDITA VL RIHKE—DDITANVLATIERARA
DT IN—TTHY. ALEFaUT4707704)LHBLEEL BSSID #FELVET , EED
BSSID M ID [ETAVLARAERD MAC PRLARATY , (DAY LARSCAHIEEX2)T4T
A774I)ILEIZMAC PRLRZEHDIENTEET,)

e ESS(extended service set)IX[E]L ID(ESSID)ZF DT A VL RiHEKREEHMDTAVLAT
HHEARANDT IL—T T,

e —DMNESSHDELRBZITANVLATHEARAUMEBRLZEZFYoRILEFESTENTEE
T o FiBECTE=OIZ. BELEITAVLRATIEARAUMNIBRLEEZF Yo RILEFAT
RETY,

e O—3V%IEFL ESS N T—2M BSS hhixfth) BSS AT HEE(ZTAY
LATEMITIENTT, TAVLRGERIZEBMICR/NDTFEHEIIRBED /A T4+—
TUARATIANVLRTOEARANEREILET,

SSIDWEPWPA R EZZE I HHIIC
HFLOD AT LRAYT—oDI=0I=, T OL—EER. AE—L TREERBAL TGS

W BEFEDTA VL ARV T —ITRAVNI— VBB E X OFERERMTEES . FTE
FHZE AFL TS,
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802.11b/bg/ng E—FA—F
BEHBERICCOERERELTIESLY,

SSID: DAY LROA—AHILT) 7R YT —IDHEAMNELET . RK 32 XFDEHMFTK
ETEET,

TH#RABSYZ SSID ZEEAL TSN,
SSID:

DANYLRATOERARALULD SSD (FTAVLATHE TR2—H—KIZHRET S SSID TY,
RLRYRT—HDTRTHTAYLRIFEXRIZEL SSID #H/ELET,

WEP Key Size, Key Format Passphrase, and Authentication

LIT®D Key YA XEZIRLET (64, 128, 152 Ewk)
Key 74— vbE:&IRLET (ASCII, HEX)
EREE4 A 7 (Authentication Type) ##RLFET .,  (Open, Shared)
INATL—X (Passphrase) 2 ALE T,

WPA-PSK (Pre—Shared Key) & WPA2-PSK
WPA-PSK NRTL—X%EHLET

WPA-PSK Passphrase:
WPA-PSK XX TL—X%EHLET
WPA2-PSK Passphrase:

WPA RADIUS %€

Primary RADIUS H#—/\—1{&%Rk& Secondary RADIUS H—/\—{E#R#0ERLET .
Primary Server Name/IP Address:

Secondary Server Name/IP Address:

Port:

Shared Secret:

WPA2 RADIUS %7

Primary RADIUS H—/\—1&#k& Secondary RADIUS H—/\—{&E#ZEEERLET
Primary Server Name/IP Address:

Secondary Server Name/IP Address:

Port:

Shared Secret:
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802.11a/an E—FRAI—k
REHIBFRICCOBREREEL TR,

SSID: DAY LRAO—AHILT) 7R YT —ODHEAMNELET . RK 32 XFDEHMFTK
ETEET,

TH#RABSYZ SSID ZEEAL TSN,
SSID:

DANYLRATOERARALULD SSD (FTAVLATHE TR2—H—KIZHRET S SSID TY,
RLRYRT—HDTRTHDTAYLRIFEXRIZEL SSID #H/ELET,

WEP Key Size, Key Format Passphrase, and Authentication

LIT®D Key YA XEZIRLET (64, 128, 152 Ewk)
Key 74— vbE:&IRLET (ASCII, HEX)
EREE4 A 7 (Authentication Type) ##RLFET .,  (Open, Shared)
INATL—X (Passphrase) 2 ALE T,

WPA-PSK (Pre—Shared Key) & WPA2-PSK
WPA-PSK NRTL—X%EHLET

WPA-PSK Passphrase:
WPA-PSK XX TL—X%EHLET
WPA2-PSK Passphrase:

WPA RADIUS %€

Primary RADIUS H#—/\—1{&%Rk& Secondary RADIUS H—/\—{E#R#0ERLET .
Primary Server Name/IP Address:

Secondary Server Name/IP Address:

Port:

Shared Secret:

WPA2 RADIUS %7

Primary RADIUS H—/\—1&#k& Secondary RADIUS H—/\—{&E#ZEEERLET
Primary Server Name/IP Address:

Secondary Server Name/IP Address:

Port:

Shared Secret:
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tXa)T47OT774ILDEFEEETE

X)) T4F7AITPAILERELERNICTS

1. Configuration > Security > Profile Settings Z1#$RL T Profile Settings EIEm* & <L E
T, 802.11b/bg/ng E—F®D 8 DD EFa)T4TAT7A/ILDBRFREINET,

et with Innovation ProSafe Dual Band
Wireless N Access Point
Configuration Monitoring Maintenance Support
System | IP | Wireless | Security | Wireless Bridge
Profile Settings
e Profile Settings @
802.11b/bg/ng 802.11a/na
I e S P T
= NETGEAR WETGEAR_11ng Open System 1 )
2 NETGEAR-1 NETGEAR 1ing-1 Open System 1 I
© 3 NETGEAR-2 WETGEAR_11ing-2 Open System 1 ]
a4 MNETGEAR-3 METGEAR_1ing-3 Open System 1 I
© 5  NETGEAR-4 WETGEAR_11ing-4 Open System 1 ]
T & METGEAR-3 WETGEAR_1ing-5 Open System 1 u
| 7  NETGEAR-6 NETGEAR_1ing-€ Open System 1 (i
T B  METGEAR-7 METGEAR_11ng-7 Open System 1 I
EDIT CANCEL APPLY

Copyright © 1596-2015 Netgear &

2. 802.11a/na E—FDEFX1T4TOT77AINEKRTTBIZIL, 802.11a/na B TEH")yoL
EX

anect with Innovation ProSafe Dual Band
Wireless N Access Point
Configuration Monitoring Maintenance Support
System ;| IP | Wireless | Security | Wireless Bridge
Profile Settings
AV Profile Settings @
802.11b/bg/ng 802.11a/na
e rrone ame [ Soi0___scor_vian |t
= NETGEAR NETGEAR_11na Open System | 1 2
2 NETGEAR-1 NETGEAR_11na-1 Open System 1 |
C 3 NETGEAR-Z NETGEAR_11na-Z Open System 1 |
4 NETGEAR-3 NETGEAR_11na-3 Open System 1 u
5 NETGEAR-% NETGEAR_11na-4 Open System 1 |
T &  NETGEAR-3 NETGEAR_11na-5 Open System 1 |
T 7 NETGEAR-6 NETGEAR_11na-6 Open System 1 (|
C B MNETGEAR-7 NETGEAR_11na-7 Open System 1 r
EDIT CANCEL APPLY

Copyright & 1996-2015 Netgear &

Profile Settings BEIEIMDIEB DOiRBAZ LI TFIZELET,
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RH

‘E-El;

BR

Profile Name

EFa)T4TOTFAILE,

SSID tXaT47ATFAILDTAN L AR YT —44 (SSID)
Security BESNI-TAVLAREIAR,

VLAN X)) T4TOTFAILIZEER TSN DT IA4ILE VLAN ID,
Enable Apply FTvIRyIRED )L TEFX1)TF4TOT7AILER

MZLFET,

3. DAVLAREXaT4TO77/4ILEHRETHIZIE,

RETDEX)TATATFAILD

ERDSOARIED)YIL Edit RAVEI)VILET  BIRLI-EF21T470T7
4 )LD Edit Security Profile BlE@IM R RSN FET,

NETGEAR’

Connect with Innovation ™

Configuration

Advanced

Monitoring

System | IP | Wireless |

WNDAP360

PraSafe Dual Band
Wireless N Access Point

Maintenance Support

Security | Wireless Bridge

Edit Security Profile

Profile Definition

Profile Name
Wireless Network Name (SSID)

METGEAR
METGEAR_11ng

Broadcast Wireless Network Name (S5ID) ® ves [ Mo

Authentication Settings @
Network Authentication Open System =
Data Encryption Mone ;I
Wireless Client Security Separation |Disable ~|
Dynamic VLAN Disable =]
VLAN ID 1
Access Control @ Disable ( Enable
Access Control Policy @ Disable  Enable

BACK CANCEL APPLY

Copyright & 1996-2015 Netgear &

4. Profile Definition D ETEEZLET,

IBH

lE-Iﬂ“:I

A

Profile Name

FEHLOTVESILBITAVLREXA)T4TAT7AILEEIETE
LET., TT7AJFIE NETGEAR, NETGEAR-1, NETGEAR-
2,"“NETGEAR-7 TY , ¥ F 32 XFFTHREAIRETY .
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Wireless Network
Name (SSID)

DAV LREX2)T4TAIT7AILIZHRIELI=T7 AL AR YD

—2% (DSSID)EI/ELET . T 7AW MIRERBEFICHLTE

ESNTLET,

-802.11b/bg/ng: T 74 L4 & NETGEAR_ 11ng,
NETGEAR_11ng-1, NETGEAR_11ng-2,~NETGEAR_11ng-7,

-802.11a/na: T 74 JL+4 (& NETGEAR_11na, NETGEAR_11na-1,
NETGEAR_11na-2,~NETGEAR_11na-7,

Broadcast Wireless
Network Name (SSID)

Yes SUAREIVEBMLTIAVLATORARARHA SSID 27
A—FFvRARLET, TIAILEE Yes TT,

5. Authentication Settings lHDEREZXLET,
DAY LRT IEARAUMMET IAILETIL Open System TERINHYFEE A, YD
nu..\n.l—l:%n E?é( lilol‘F@ '5%'%1%[,((7"'&%\
o TURBARKRAUME—R(TIAIP) TEEVDIEE. TATOHREMNARETT ., Ty
CE—RDFE. LODIDERBKRIZBIRTEEF A,

FTRTDTAFYLRTHTE—H WPA £ WPA2 4R —

FLTWWSDIFTIEHYFEE A

Authentication &
Data Encryption
AEBEEIZKRRS
N5 Data
Encryption ¥l
Network
Authentication &
RICKYEIELFE
ER

"B E L
Open System TIAILNERTE, BEE1ERL,
WEP St TRIE—DDHEF—FRELFE
Shared Key +
Network :

Legacy 802.1X

RADIUS H—/N\—ZFRALET,

WPA with Radius

WPA T RADIUS H—/\—Z%{EALZET,

WPA2 with .
\o wit WPA2 T RADIUS H—/\—%EELET,
Radius
W_PA & V\_’PAZ WPA/WPA2 T RADIUS —/\—Z#{FHALET,
with Radius
WPA-PSK WPA-PSK (L %Y,
WPA2-PSK WPA2-PSK AL %7,
WPA-PSK & e
WPA2_PSK WPA-PSK & T WPA2-PSK ZfEALET .

Wireless Client
Security Separation

CD¥REEX N (Enable) 129 D&, T4V LRISAT X2 ) T4

DEDIGY, T4V LRISAT UMD EEBE X TERRGYE

T, COMBEIIRYFRRYMED N

TOTIERIZEHTY,
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Dynamic VLAN

FOwT74 ™) AT VLAN D EEEZIRLET,

- Disable: & 13 3v% VLAN #E&ZL TRAT1Y%9 VLAN ZfE LN
9, INMDTIAHILNRETT .

- Optional: #' 47 3v% VLAN ZF#IZLEJ, RADIUS H—/\—M
VLAN ID #3RL CIHRWMEETETA VL AT INARIETAVY LR
TORARAVMIERINET,

* Required: # 1 F3v% VLAN ZF#IZLEF, RADIUS H—/\—
VLAN ID &R M5 &, T4V L RIGRIEFRFESNT (12D
AN LRT7OEARAVMZIEEHGINER A,

F A2y VLAN BT 5121 GEIRIE Optional £1=(&

Required) . A FDEHEFH-THENHYET,

« FYRT—IDRAYF (& 802,1Q VLAN FH R— T 2B ELHY
i?“

EREEEOANLAREXAUTATATFAILD RN TR H D
LME MAC 7RLU REBEEREBED ) E—F MAC 7RL REBEED
RADIUS FREEAA IR ELET

VLAN ID

ZDIANVLAREF2)T4TOT7AILICERE R TEHTIAILE
VLAN ID #38ELET . T74/LE VLAN ID (&1 T3, VLAN ID (&
YRT—=O DD T INA ZHMFESTLVS VLAN ID E—HT DHEN
HYFET,

Access Control

AE:7HtERXarkO—)L (Access Control) #EEE (X R AT 1Y% VLAN
NEIZEN-BFOHFEELET . THEHE,. F1/F3vT VLAN K
Ay 74 ™1 AT Disable i E#IRLI-BENDATT ,

Access Control SUAREAVTOSAT UMM IANYLARATIEARA
2hZESLTIELLY VLAN [CHEEfRHH k5 K512 RADIUS H—/\—% 4t
Li=7otRarka—)L=EB3. EBHIZLET,
- Disable: 77XV bO—LEEMILET , T IAHILEERRE,
- Enable: 772X bA—)LEBRICLET . V54T UME
RADIUS H#—/N\—Z L CREENET,

Access Control
Policy

TORAaAVbA—)LAEMIZEINIFE, 7UERXavkA— LR Y

—I[Z&>T. VLAN ID DNIEELLEVEBIZUSA4 T U M EREES N,

DIBEIT. DFGAT U ITANLRT I ERARAUMIT7 I A H Sk

EMEIMEEELET,

SUARITHEN(enable), FEN(disable)Z:EIRLET

- Disable: RADIUS H—/N\—HW\ 0547 U haFRRELIEM > F=RF. T4
YL AT IEARA2MME RADIUS H—/\—[Z&-TEIYHTOHNS
VLAN Tl3%<L, TI4ILM VLAN (279 ERTHIEXHFRILET,
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« Enable: RADIUS H—/\—M\ OS5 A7 U NEERIILIEMI o=, 54
FUMMETANVLRATOEARA UM EETEE A

6. Apply RAED ) ILTHRELXZREFELET,

VAN—-
= H

DAVYLRATIRRARAVNETAYLRAVE 1—5—DBEBEL. T/YLRATHE
ARAUED SSID PIA VL REHXa)TARELZEELT. Apply RAVEI)YH
THE VAV LARAERELRNVET . HILLWIASVYLRATZIVERRAUIDEREIZED
ETCaAVEL— 23— DITAVLRABRELZERTIRDENRHYET,

Open System & WEP E7=I& WEP Shared KEY TEXET 5

Open System & WEP FE7=(& WEP Shared KEY TERE T AIZIFLUTORDIEHREEHRTELE
ERS

e Open System T WEP

Open system [FEE 1L L 3B & RADIUS FREI# #4750 pre—shared WEP Key TD
S {E CHEELET . WEP DEF)TALRNILIIELBYEE A,
Network Authentication KA 4 9> 1) XA+ T Open System %:#$R L. Data Encryption F
Ay T A1) ART None ISV EEIRT DL, LTDXILRFEBE@mNRTSNET,

e  WEP shared key

Shared key & RADIUS SREF#ELIZ pre—shared WEP key BEB{bZIBIELET ., X2 UT
ALAIITELHYFEHE A Network Authentication KB TR 1) XS Shared Key &

Authentication Settings

Network Authentication Open System v

Authentication Settings
Network Authentication Shared Key v E]
Data Encryption 64 bit WEP v
Passphrase b i b bondichs m
Key1 @ B6E6BO6317
kKey2 O BE6076FDBE
Key3 O 6ACEEQYET6 ==
Key4 O E617BS3CB2
Show Passphrase in Clear Text ® No O ves

BIRTHE UTOERNARTINET,
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RH

,.E.EI:I

BR

Data Encryption

BESIEDRORIEZERLET .

- 64-bit WEP:40/64 Esv D WEP #,

- 128-bit WEP: 104/128 £y~ WEP &,

- 152-bit WEP:128+24 E-v+® WEP ##, COE—RIEZZDE—FREHYHR—LL
TW5iHREDAHF|IATEETT

Passphrase

INAIL—XZAALET . NRIL—XE[Z 8-63 XFTY , Generate
Keys &9')w9 9 B EIZ&KDT Secret passphrase i i BEIHIIZ Key Z{ERK
FBHIENTEZXT, T74ILED Passphrase (& sharedsecret” TY o

You can display the actual passphrase by selecting the Show Passphrase in
Clear Text VA RALEI T ZE(ZEL>T passphrase ZRRT H_EMNTE
9,

Encryption Key
(Key1-Key4)

Generate Key #9') w03 B EIZE>TEIFMIZEREINT= Key £=LFF)

TAHLI=Key ZELVET,

- ASCI T2 KX DIGE T DR XIZIEL T 10 3XF (64-bit WEP) | 26 XF
(128-bit WEP) . 32 3X=F (152-bit WEP) DEMFEHEILVET .

HEX KX DB EIEBOREIZEHL T 5 XF (64-bit WEP) | 13 3XF (128-
bit WEP) . 16 3X= (152-bit WEP) M 16 EMEFELVET,

AE:TAVLRGKRITTAVLRATICARAUMNIEHRT B0 Key &
ELNET,

—rLTWSEIFRYFEE A,

Show Passphrase
in Clear Text

Yes SUARAEEIRT B& Passphrase D /INAIL—XERTTHIE

LAL—802.1X #E85FT 3
LA —8021X £H 1) T4&HEST=6IZIF. RADIUS H—N\—BTFEZTILENHYET,

Network Authentication KA T4 1) AkHi5 Legacy 802.1X Z:EIRJ B L. Data
Encryption FAY T U AMEERERAIIZHEYET , Legacy 802.1X X 1) T4&{FEST=68
[ZI&. RADIUS H—/N\—REDHHDHETY,

Data Encryption

Authentication Settings

Network Authentication Legacy 802.1X v

None v
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WPA with RADIUS. WPA2 with RADIUS ., WPA & WPA2 with RADIUS #E%E

%

WPA, WPA2,

BELU WPA & WPA2 5 21)F (% RADIUS R—X M 802.1X FREINNHETH

Y. RADIUS H—N\—REZTDLENHYFET .

Data Encryption KA H 1) A TOHZEREL (L Network Authentication KAy A1) R
FAVSERLT- WPA BREERAA T ICKYEBYET , HBIZDOWTIERDRITRLET,

WPA with RADIUS

Authentication Settings

Network Authentication WPA with Radius v
Data Encryption TKIP v

*  WPA2 with RADIUS

Authentication Settings

Network Authentication WPAZ with Radius v
Data Encryption AES v

*  WPA & WPA2 with RADIUS

Authentication Settings

Network Authentication WPA & WPAZ with Radius v
Data Encryption TKIP + AES v
IHH 5 BA
TKIP(Temporal Key Integrity Protocol)ld WPA &&HIZHLNGNHIELERE S LA
T9 o WPA2 &EBIFESTELARETT .
TKIP AE: TKIP [ZL A —(EIE. K 54Mbps) R EDEED A EIRELET,
802.11n MIREE(FSIZIL WPA & AES £(FS5 L5 HELET,
AES(Advanced Encryption Standard) (& WPA2 EEBICAHWVLWLGNDIZERSIEAR
T3,
AES AE:WPA &£ AES ZHR—RLTWVBTA VYL RTIEARAUFEHYETH.
WNDAP360 & WPA & AES DA EHEIZIEIRIELTEYEE A,
TKIP + AES FEE1E A& WPA &£ WPA2 THR—rENTULVET, TA—FFv X
TKp + AEg | T V7 YHE TKIP ZENET o 2= v b GRAVE-RAD ) EREIZIE WPA 75
AT hE TKIPWPA2 9547 &k AES Z{ELVET . WPA & WPA2 Mixed E—K
Tl TKIP+AES DA NHR—FESNTWVBESIE AR T,
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WPA-PSK, WPA2-PSK, & WPA-PSK & WPA2-PSK 8% E9 3

WPA-PSK, WPA-PSK, & T WPA-PSK & WPA2-PSK EE:F (% PSK (ERTHAH) A0\,
RADIUS H—/N\—@DENENELLFEF AL

Data Encryption KOY T A1) ADFEIRFRE WPA-PSK SREEAATIZL->TERKRYET,

*  WPA-PSK

Authentication Settings

Metwork Authentication WPA-PSK -]
Data Encryption TKIP |
WPA Passphrase (Network Key) H A
Show Passphrase in Clear Text ® No O Yes
e  WPA2-PSK

Authentication Settings

Metwork Authentication WEAD PSR
Data Encryption AES ;I

WPA Passphrase (Network Key) i

Show Passphrase in Clear Text ® na O ves

*  WPA-PSK & WPA2-PSK

Authentication Settings

Metwork Authentication

Data Encryption TKIP + AES |
WPA Passphrase (Network Key) H A
Show Passphrase in Clear Text ® o O ves

®A E%EA

TKIP(Temporal Key Integrity Protocol)l& WPA &&HIZRHWLGNS
ZERSIE AR TT . WPA2 LELITHESTELATRETT
Data Encryption | TKIP AE: TKIP [£LH S — (B 8K 54Mbps) L EEQBIEDHE

RIELFET,802.11n DREZEFESIZIE WPA & AES #{F 52 L% #
H.“x—‘;l-lij-o
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AES(Advanced Encryption Standard) [& WPA2 L&EBIZALGINS
ZEBSIEAATYT,

AES AE:WPA & AES HHR—FLTWBTAYLRTIEARAUME

HYFET A, WNDAP360 (& WPA & AES DA S hHhEIZIERIEL
THEYFEE A,

TKIP + AES B S1b A=K (E WPA & WPA2 TH R—rSNTULET,
JO—FF v AR/ yhE TKIP ZE0NET, A=ZF v AR RAY
b RAR) BRI X WPA 54 72 & TKIPWPA2 547k
[% AES #{#LVET , WPA & WPA2 Mixed E—R Tl TKIP+AES O
HIYR—FEINTWBEEILAKXTT,

TKIP +
AES

NRITL—XEANLET, N\RTL—XEIZ 8-63 XFTY , Generate Keys
#91) w9 BHZEIZEDT Secret passphrase Mo B EIHIIZ Key Z1ERLT ST
Passphrase ENTEZET . T 74 /LMD Passphrase [&”sharedsecret” T9,

Show Passphrase in Clear Text VA R2EF#H T ZEIZEK DT passphrase &

RERTDHDENTEET,
Show _ Yes SUA NI EEIRT BE Passphrase D /INATL—XERIRTBHIEN
Passphrase in

TEFET,
Clear Text

RADIUS H—/\—E%F
RADIUS Z{#o1=REHAWIREE . FHEXFOMAD=HIZTS5A4<)—Etho5)—(F

Tav)Y—N—ERETILENHYET ., oD RADIUS H—/N—FREETAVYLR
TOEARA VMR EINDT N TOT /NS RITERATIRETT
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RADIUS H—/\—8FET 5

1. Configuration > Security > Advanced > Radius Server Settings Z31ZR L T Radius Server

Settings R—UFRRLET,

Configuration Monitoring

Maintenance

Support

System | IP | Wireless | Security | Wireless Bridge

Profile Settings

2 Rogue AP

* MAC
Authentication

Radius Server Settings

IPv4 Radius Server Settings

| |IeveAddress | Port__| Shared Secret

1812_| sessssessese
Authentication Settings
Reauthentication Time (Seconds) 3600
[¥" update Global Key Every (Seconds) 1800
CAMCEL APPLY
2. RIBHERELFET,
RE E% A
RADIUS Server Settings
Primary IP Address 754 <) —EB5E RADIUS H—/\—®D
Authentication Server IP 7RLRZERELET .
Port T54<")—E35E RADIUS H—/\—%

TOERTBITANVLARATHIERRA
kD UDP R—+EEEIEELET,
TI4ILAE 1812 TT,

Shared Secret

94&'1/7\77@\1%’4%&7’547
|)—FB5E RADIUS H—/\—DM TR
%Ftl_‘fﬁo,\ﬁ%'——é‘ljjbiﬁ'o

Secondary
Authentication Server

IP Address tHh &) —EB5E RADIUS H—/\—D
IP 7RLREHRRELET .
Port th“//f'J nn..\n.l.—t RADIUS 'U'_/\ %

TOERSTBTANVLARTI2ARA
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kD UDP R—+EEEHEELET .
TI4ILEE 1812 TF,

Shared Secret

DAVLATIRARAU DS
') —3R:E RADIUS H—/\—DMH TR
REISESHEBF—ZEANLET,

Primary
Accounting Server

IP Address T54<')—i8% RADIUS H—/\—D
IP7RLARZIRELET .

Port T54<')—i8% RADIUS H—/\—%
TOECRTBIANVLATIOEARA

kD UDP R—+EBZHEELET,
TI4ILRE 1812 TF,

Shared Secret

TAXLRT I ERRAV R ETSAT
IJ—i24& RADIUS H—/\—DRITR
SIS HEF—EANLETS,

Secondary
Accounting Server

IP Address thHUH)—i8%& RADIUS H—/\—D
IP 7RLRZHRELET .

Port th A1) —iE% RADIUS H—/\—%
TOERTBITANVLATHIERARA

kD UDP R—+EEEEELET .
FI4+ILNZE 1812 TS,

Shared Secret

VAXLRT I ERRA b E®DUE
I)—iE% RADIUS H—/A—DMH TR
REISESHBF—ZANLFT,

Authentication Settings

Reauthentication Time (Seconds)

HTYHh A RADIUS H—/N\N—THBIISNDZETO
BI#i, T74J)LRE 3600 # (1 B5fE) . 0 #ERET HEE
LT EMICRYET,

Update Global Key Every
(Seconds)

JONUNF =TT T EEMTBIZIEFVIRY
DREERL. BEFHRAH ENZEZAHDLET, TI4ILRE
BIRShTULNT, EI#A 1800 # (30 ) T, ¥ O—/N
WEF—T7YvTT—rE2ELTBHICIHEREZNLET,

3. Apply REUED )L TREEZRELES .
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MAC 7ELATIOANLARATVEAFIRZET S

X 1) TA4HEBIET DI BEDIVE1—3—ETA YL RIHKRIZH LT MAC 7RL X
TT79tER%EZHRTHIET SSID ADT7IERZHIBTEET . EHEERZIVE1—5—0D
T EREEIBTESAD T, RHNDIAVE 12— F— L EBETIAVYLRTIRARAUM
BHRTHIEIITEZEAMAC FRLRIAILA) VT IEEBAFLAWT 7RISR T BIHEIC
FHEYFETH, TAVYLRYITOT—E2TA—RF v AMITZLICHEShTNVET,

AE:BE MAC PRLRIEZTAVYLRT7ETE4—(ZHIRIEh TWNET,

MAC 7L A #IfEZET 5

1. Configuration > Security > Advanced > MAC Authentication Z: 2R L T MAC
Authentication R— &R RLET,

2. 802.11a/na E—K ) MAC Authentication R — % KRR J B(Z1d 802.11a/na 2 TE9 )

Configuration Monitoring Maintenance Support

System | IP | Wireless | Security | Wireless Bridge

Profile Settings MAC Authentication
» MAC Authentication
Rogue AP
802.11b/bg/ng 802.11afna
* Radius Server
Settings
Turn Access Control On i
Import MAC Address List from a file & Replace @ Merge
Select Access Control Database |L0ca| MAC Address Database  |=]
Trusted Wireless Stations ADD || DELETE Available Wireless Stations
MAC Address | Station ID | MAC Address
HI:_ o W
Save as
REFRESH CANCEL APPLY

ILET,
3. Turn Access Control On: FxvI RV IREERLT7 IR EHEEIZLET,
4. Select Access Control Database : T—A2N—XA T3 % &IRLET,

e Local MAC Address Database: 7/ VL A7 IERARAUMMITOERFEHD=HIZA
—75IJL MAC PRLRT—EAR—REEVET,

e Remote MAC Address Database: 7 A VL A7 OEARAUMEITORFNED =62
LAN _E[23 24880 RADIUS H—/3—M MAC PRL A T—HAR—ZXZ&HVET, =
DT —AR—R%EEIRT BE. BH¥IZ RADIUS H—N\—BFE2TEINENHYET,
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5. Refresh RE>%%71)w4- LT Available Wireless Stations T—J JLZBE#HLET ., 714Vl
AT DRARAUMEEHREINTLND TSI VYL RIERD MAC PRLRAERRLET,

6. LLTDFIET Trusted Wireless Stations T—J JLEERRLE T,
e Available Wireless Stations T—J L5 MAC 7RL R %EE£IRT 5,

a. B4 ® MAC addresses DF VIRV I RAEEIRT DM, XBEDOFvIHRYIR
TYARTD MAC PELREZEIRLET,

b. Move R4 %4"')v- LT MAC 7KL X% Available Wireless Stations 7—7 )L
5 Trusted Wireless Stations T— 7 ILAEILE T,

e MAC7RLRZAHNT 3,
a. Trusted Wireless Stations T—7J JLIZ MAC PRLRZEEANT S,
b. Add REEDV)vILET,

Trusted Wireless Stations T—J LA MAC PRL R ZHIRT BIZIX. B2 D MAC 7K
LADF IRV I REERT DD, SLBEDF Y IRYIRTTARTH MAC FRLAR%
EIRL. Delete R2ED1)vILET,

7. Apply REED ) ILTHREERELET .

Trusted Wireless Stations T—JLIZH BT /INA ADHMNTAVYL AT IEARA U MNIE
mTEET,

VAN
=N =

DANVLATIEARLUMET AL ROV E 2—3—hBLREL, T4/ VYLAT7I+
ARAUED SSID PITA VL REFXa)T4R/EEZEELT. Apply RIVEI) YD
TBHE TAVLREREELEVET . HILLWIASVYLRATIERARAUMDEEIZED
ETCAVE1——DIAVLAREEZERTIDENRHYET .

BREDELR 72—

BRE LT HHIEILRI 01 T R OB, RRCBRIZRREBLT SN RS
TABEETT
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BRDA A TERTD1—ILT D

1. Configuration > Wireless > Basic > Wireless On—Off %1%k L T Wireless On—-Off R— %

KRLFET,

Configuration

System | IP | Wireless

* Wireless Settings

Monitoring

Maintenance Support

! Security | Wireless Bridge

Wireless On-Off

P ——— Wireless On-Off @
|, B b
1D SIS Wireless On-Off T on ™ off
Advanced
Radio off schedule |ﬂ |l # |I |£ I% I%
Radio ON Time 7 : (00 hrs
Radio OFF Time 18 0 hrs
CANCEL APPLY
2. IHEZETELEY,
HE #iBEA

Wireless on—off

On SUAREVEERLTHEAY—EEMNILET, TIAHILIE Off
T,

Radio off schedule

BREFLTHREERLET , TI4/LMNILEEH (Saturday) £B
iE B (Sunday) hEIRENTWVET,

Radio ON Time

BIREA VT A% 24 BREBATIEELET,

Radio OFF Time

BiREEILT 5% 24 BRI KX TIEELE T,

3. Apply REVZEV)VILTREEZREFLET,

HEARXITAVLRX QoS EEHTFETH

WMM (Wi-Fi R JLFAT47) 1% 802.11e $ZED—ERTT ., WMM (X T—221TIZEHETY
ANXLARNS D4 BEEEZEH-EET . ETAPEFOLSTLEEICHRGERITES
D719 &YEBIMBEEEFFHBEET  WMM NIEELLENMET =02, T4V LRISAT
UbHWMM S R—h 2R EBENHYET,
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WMM BT B EICE2T TAVLRIGERNSTAVLRATIELRARAVADT YT R
R)—=LrS5T74990E TANVLRTICARA VDS TA VYL RIGERADE DU AN)— Lk
S74991Zxt LT QoS(Quality of Service)Fll{HZRIREIZLE T,

WMM (ZEBEEDSWVENSLUTD 4 DOF1—4EFEHZLTLET,

° Voice: %IJ\EE@%%@{E%EO VolP ‘VJXHJ —597‘}5‘470);57377')’7—’/3)
[ZBLTLVET,

e Video: BEED 2 BODEBXE ETATIVr—2avdIDFa—%FVET,

e Best Effort: FREID TS5A 4 ) Ta4F¥ 21—, [FEAED IP 7T r—avldlDFa1—%(F
WET,

e Background: FIEDELE, FTP DLSHEBEICBETIEHZN., BLRIL—T YN EHE
ETBTITINT—230nNIDFa—%2FNET,

WMM /87—t —7 (Powersave) HERE (X T —REEE DR LB EREZE I EIZELT/\YT

J—ERE DD EIREELZHHLET,

HEARKITALVYLRX QoS ZEHET D
1. Configuration > Wireless > Basic > QoS Settings Z#1E1RL T QoS Settings NA—T %R~
LET,

Configuration Monitoring Maintenance Support

System | IP | Wireless | Security | Wireless Bridge

QoS Settings

* Wireless Settings

o0s Setti 7
* Wireless On-Off Q ngs =

Advanced 802.11b/bg/ng 802.11a/na

Enable Wi-Fi Multimedia (WMM) ® Enable  Disable
WHMM Powersave = Enable " Disable

CAMCEL APPLY

2. 802.11a/na #J%%4") 44 %L 802.11a/na E—K D QoS Settings R—U 42 RIRTEE
ERS
3. WMM #REZH - BT S

e Enable Wi—Fi Multimedia (WMM) :Enable S A RA2 &4 vo L T DEBEEZ BRI
LET ., TIAHILMNIERTT,
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e WMM Powersave :Enable U4 REF5) v L T DOMBEEEIZLET . T 74

ILHIEHTY,
. Apply REVZEI) VL TREEREFLET,
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R
o
1l

ZDETIL WNDAP360 DB I RE S BE R REH S A EICDULVTEELET .

JE—FEEHZEIIZTS
SNMP (Simple Network Management Protocol)& SSH [T 74 LN TEHZNZAH->TEHY .. SNMP

BEYILNII7HE LU SSHEFMELTWDISAT UMD TANLRATIERARAEADY)
E—rT7OEADNEEETT , Telnet AV —JLIXTIAHILNTEMIZH-TULVET,

SNMP EI#

SNMP BB A A—IJI—RAERETS
1. Maintenance > Remote Management > SNMP % EiRL T SNMP R—U &R RLET,

Maintenance

Configuration Monitoring Support

Password | Reset | Remote Management { Upgrade

SNMP

Remote Console SNMP Setti
SNMP ® Enable ¢ Disable
Read-Only Community Name public

Read-Write Community Name private

Trap Community Name trap

IP Address to Receive Traps

Trap Port 162
CAMCEL APFLY
2. IBEHZ®RELET,
IHH BE
Enable SUA RS %EIRLT SNMP Z2B%ZLT. 74V IT7
SNMP HeRRALbE SNMPYl/v2 AR TEELET, TI4I/LE
[TEZI T,

Sa=T4RMN)UTEASLT SNMP IR—Tv—mJ (1YL
AT JtERARA D MIB (Management Information Base) &5t
WMNB&LIIZLET , TIAILRE public TY,

Read—-Only Community
Name

57



WNDAP360 BT =27/l

SA=TFAARMN) VT EAHALT SNMP RA-—Sv—MRJ AL
AT AR A 2D MIB (Management Information Base) & 55t
EETEDLLIICLET , TIAHILKE private TT

Read-Write  Community
Name

Trap FEDF=HDAZ2=TA ANV T HEIEELET . TI4IL

Trap Community Name

k& trap T,
IP Address to Receive| JANVLATIRARAEDD Trap ZiE{ET S SNMP v —
Traps ¥—®DIP 7RLARAFBELEY,

DANYLRATIEARA DD Trap #%£{ET S SNMP vr—2

T P o .
rap Fort —DHR—FEEEETELET. TIAILNE 162 TF,

3. Apply REED)VILTHREERELETS .
Secure Shell(SSH)¢ Telnet &I
JE—ha2yY—I)LBEREERETS

1. Maintenance > Remote Management > Remote Console Z3#1R L T Remote Console R—

VERTLET,

Configuration Monitoring Maintenance

Password | Reset | Remote Management | Upgrade

SNMP Remote Console

Remote Console @

Secure Shell (SSH) ® Enable ( Disable
Telnet " Enable * Disable

CAMCEL APPLY

2. YE—LVV—ILEB- BT D,
» Secure Shell (SSH):Enable 5 A RAVEZBRLTEMICLET , TIAHILMIBHT
E
e Telnet:Enable U A RAVEEIRLTEMICLET . T7AHILMNIESTT,
3. Apply REVED)VILTEREEZRELET,

DT IVERTIAVYLRATZ IV RARAVNEEERT S

1. TAVXLRT7OERARA DAY —ILR—MNZA— 2y r—T L& EHELET,

2. 7= ILDEL3—H% VT100/ANSI A—3F )L FE=[XT—ORT—1a v (Z#EKLET,
PC. 7Y I yFx byl aE [ UNIX D—HORT—a i GELI-8 8 &, 4—3F
ILIZaAL—arTdadSALICUTOREELED,
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e Baud rate: 9600 bps
* Data bits: 8
e  Parity: none
e Stop bit: 1
*  Flow control: none
3. A—IFINTOTILEEESHTHEUTORGEERNRREINET,

c% Telnet 192.168.0.236

Telnet>
Telnet> open 192.168.08.236
etgear334408 login: admin
Password:
netgear3344@8fishow configuration
ap information
apname netgear334408
macaddress 08:22:3F:8B:1B:

208
firmuare—version WNAP216_1.8-BETR2.0
country/region unitedstates
http—redirect disable
http—redirect—url http://uwuu.netgear.com
spanning—tree disable
time—zone usa—pacific

ssh disable
telnet enahle
syslog disahle

4. ATARENNRT—FREAALET, (T4 /LME admin & password T )
AT AVIZHINT HE. TORRRA VMG A ERBEIZR RTINS TOV TN NRRENE
T o I TIE netgear334408#TY ,

5. CLIavw>F#ABDLZET ., show configuration EA AL THEEAR CLI AV KFERRTEE
ERS

AE:TAVLRATHIELRARAUMZ Telnet X2 SSH v 3> TP RT 3
—&ELARETY,

JANLARATIEARANI TN TDT7VT T L—F

DTAYVLRTIRARA DY IR DT TFYL 2 AE) —IZRFSA. NETGEAR HFTLLY
YL T7HE))—ALIZBEIZ7 YT L—FAIBETY . NETGEAR Web YA\ T7 VT 5 L
—RI7AINET DR —KRTEET Ao O—KLETZYTIL—KI7AILN ZIP D7/ LT
KICERBINTWBIGEEIXTAVL AT IERRAUMNIESRICEEL Tm) R (ZT B0
EARHYET  Web TS50 —TT7YTIL—KRI7AINEEIETHENTEET, UTIZ2
DOHETYINIZTZTYIIL—KTB3HEERLET,

© Web I50H—TT7vIIL—FIBHE
o TFTPHY—N—TT7YvTIL—FT2H%E
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AE:Web T59HF—[L HTTP 7y 7O—FEHR—rLTWWARELAHYE
ERS

IETAVLARTIEARAUMIDA L RAEHZELTWNDAVE 2 —4—M
SYITRIITT7ITTL—RETBIEFTEE B A A — RIS
—JIILBATEEIN O 1 —4—FFSREAHYET,

@

[\ ==

When uploading software to the 74 YL AT IR AKRA MY TrHx
FIZF7yFA—FLTWSEIZ Web TSOHF—%FACTY., U2 0%y
ILEZY, HLLWR—CERRLEYLEBWTESN, 7yFa—Fhik
BLT, VIrI7HBHEL., T4 VYLRT IR RA D BIME LK
S EEMELHBYET

AEE

YINITFDRELTYITT—FDEIEB/E, T4 VLA IEARIVLDRE
#HEL. 7Y L—FFEBEFETRETIDENHIFENHBYET, 7v7
HL—FF BRI —R/—,ELSGRATTELY,

Web 759 —TOD7vTFL—FKFIE

Web TS50 —%E>TIAVYLRT IV RRARAV D I7— L2z TET VT
L—F3%

1. NETGEAR Web YA bV Iz F7EA I A—RLTCavEa—42—IZRELET,

2. WELLIEZIP J7AIVERELET,

3. YINIzT7ETYI T BRI VI—R/—MNBHIEHEEIL) & L<EHEAET,
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4. Maintenance > Upgrade > Firmware Upgrade %2R L T Firmware Upgrade XR— % &K 7R
LFET,

Configuration Monitoring Maintenance

Password | Reset | Remote Management | Upgrade

Firmware Upgrade

i Firmware Upgrade @
Upgrade TFTP : -
Backup Settings Select file CE
Restore Settings

CAMCEL APPLY

BRARIVEI)VILTT YT L—FI7M L EEBELET .
Apply RRAVED)ILTT YT I L—FERIBLET,
TYTTL—RFDRFITAVLRATIRARAIUNEBBMICHREEBILES, 7T L—
FIZIZBERSHIMNYET,

7. Monitoring > System ZEIRL TH LW I7— LD T NI RAb—ILEN=CLEHERLE
ER

Monitoring Maintenance Support

Configuration

System | Wireless Stations | Rogue AP | Logs | Statistics | Packet Capture

System
Access Point Information )
Access Point Name netgear848938
Ethernet MAC Address 04:51:51:54:89:88

Wireless MAC Address for 2.4GHz 04:51:51:84:89:80
Wireless MAC Address for 5GHz 04:31:51:84:89:90

Country / Region Japan

Firmware Version WHNDAP360_V3.0.5.0

Serial Number 2R16385G017AB

Current Time SatDec 12 11:52:13 J5T 2015
Uptime 01 Hrs 50 Mins 15 Secs

TFTP Y —N\—7vT L —rFIE
CDFIEBZEITIICIE TFTP H—N\—%RETHILELHYET,
TFTP H—/N—ZF>TIA VYL AT O ARAND I 7— LIz TETITT
L—K3 3

1. NETGEAR Web A MDY Iz 7EAHO—KLTCavE1—42—DIZRELET.
61



a > DN

WNDAP360 BT =27/l

TFTP Y4 —/NR—DITAIWF—IZV Tz 7 EREFLET,

WEGLIE ZIP J7AIVERELET

VI TET VT T—RT BRI V) —R/—MH BB ER) ELLEAFET,

Select Maintenance > Upgrade > Firmware Upgrade TFTP %3¥#R L T Firmware Upgrade
TFTP R—UZRRLFET,

Monitoring Maintenance Support

Configuration

Password | Reset | Remote Management | Upgrade

Firmware Upgrade TFTP

Firmware
Upgrade
Firmware Upgrade TFTP (@

Firmware File Name
TFTP Server IP

Backup Settings
Restore Settings

CAMCEL APPLY

LTOREHEEELET .

e  Firmware File Name:V 7+ 77714,

e TFTP Server IP: TFTP H—/\—®D IP 7RL X,

Apply KA ED) 9L TTY T L—RERIBLET .
TVFTL—FDRFITAVLRAT I ERARAUMNIEBMICEREELES, 7V TIL—F
[CIFBEBIINVET,

Monitoring > System Z3ZIRL TH LWV I7— LI 7 AU AM—ILENI=CEFHERLE
ER

Configuration Monitoring Maintenance Support

System | Wireless Stations | Rogue AP | Logs | Statistics | Packet Capture

System
Access Point Information @
Access Point Name netgear848935
Ethernet MAC Address 04:21:51:84:89:88

Wireless MAC Address for 2.4GHz 04:a1:51:84:89:80
Wireless MAC Address for 5GHz 04:51:51:84:89:90

Country / Region Japan

Firmware Version WHNDAP360_V3.0.5.0 |
Serial Number 2R16385G017AB

Current Time Sat Dec 12 11:52:13 15T 2015
Uptime 01 Hrs 50 Mins 15 Secs
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HEITFAILDEEBET7HIORN)—FTITA4ILE

TAXLRT TR RAURE LB ET7 AL RESNTOET  RET7 AN EIVES
—S—I=REF (\ITYT) TEET, Flo, TAVLRT TLRRAL M TSI ER IR
FoEMTEETS,

BREDRE
BREEZRETD
1. Maintenance > Upgrade > Backup Settings %3#$R L T Backup Settings X— %R RLFE
9,

Configuration Monitoring Maintenance

Password | Reset | Remote Management | Upgrade

Firmware Backup Settings
Upgrade

Firmware Backup Settings

Upgrade TFTP
Backup a copy of the current settings to a file | BACKUP

Restore Settings

CAMCEL APPLY

2. Backup RAED)YILTEREI7AIL(T7AILEIL config) ETAVL AT IERARA
EOVSIHEL. RET7MILDRESBFIZEETRTEET,

3. EBRICLES>TI7Z7MILERELET,
BREDETT

AEE

BERDORPICVAVLRATIRARAIVEDEREERELIEY, AV E2—5—D
BREVS LS EFLENTEEL,
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RELIEBREI7FAILOOREZETIT S

1. Maintenance > Upgrade > Restore Settings Z1Z#R L T Restore Settings N—I % &KL
F9,

Maintenance

Configuration Monitoring

Support

Password | Reset | Remote Management Upgrade

Firmware Restore Settings

Upgrade )

Firmware Restore Settings

Upgrade TFTP : . sra

Backup Settings Restore saved settings from a file i
CAMNCEL APPLY

2. BRBRIVED)VIL. BRELEREI7ZAIL(T7AILEAIL config) ZHRELET,

3. Apply REUZED)yILTETZRIIBLET . EXTDRF. T4 VLRATIEARA UM
HEBLET, ExCEN 1 2hNMYFET,

AN LRAT I CRARAVIEEEXZ TIHEHEIKREIZRET

2 DDAHETIANVLRT I RARA UM TIGHEIREIZRLET,
e Web ISOH¥—TIIGHMAIREIZRT
o UtybREVTIBHAREIZREY

A VANV LRTIERARA U TISHARICELI-EE.
* BRE T ESNFET
* O A2 INA)—FK & password IZ7EYFET
*JAXLRTIERRAED IP PRLR(E 192.168.0.100 [ZHYFET,
*DHCP 547U MEAMILBYET, I\—2avIT&~TEMNDZELH

IEXD
* AN LRATIEARA LD BRI netgearxxxxxx(xxxxxx (& MAC 7KL
ADT 6 HNERYET,
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Web 759 —CITIBHEMREIZRET

1. Maintenance > Reset > Restore Defaults %2R L T Restore Defaults R— %R RLFE
ERR

Configuration Monitoring Maintenance Support

Password | Reset | Remote Management | Upgrade

Reboot AP Restore Defaults

Restore Defaults @)

Restore to factory default settings © ves @ o

CANCEL APPLY

2. Yes SUXRAL (TIAILRE No) ZEIRLET .
3. Apply REUEH ) ILTIANVLARATIERARA U ENHIELET,

DAVLRT7EARAVMEEBMICERBLET HULISIEH 1 HHDYET,
ey RE TTHHAREICRY

A A 1—H—8Z A0 AV INRAT—K P PRLRAENTIRALZIGEESIE. 74V LRATIER
IRAVRDYTISRILD) YR REAVEFE->TTIGHARECHEIELET,

1. MEVMEZE ST Reset R4 % 5 LI EER/TAN LED A miE T AETHLETTL
=30y,

AE:Reset RAVEFERFHFLI-GEIETAVLAT IR RAIU DO BES)
ERYET,

2. Reset RAUMWLFEELET .
DANXLARAT I RARAUMNEIBENICEEBILET , MHEIZITH 1 ahhVUET,
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TOEARA D BEIRE

TANVLRAT ARSI EBIZT V2 AN EEGVVRETT VA RAIU D ERDOA
VATNHEGMGEE . VIV IT TIAVLRT VA RA UM BESTEET,

DAXLRT IRARAV N BERT 5:

1. Maintenance > Reset > Reboot AP %3E#RL T Reboot AP R—UFRRLET,

Configuration Maintenance

Monitoring Support

Password | Reset | Remote Management | Upgrade

Reboot AP

Restore Defaults Reboot AP

Reboot T ves & No

CAMCEL APPLY

2. Yes SUARAVEERLET, (TI74/LEE No)

3. Apply REVED) I BE T4V LRT I CARAU A BREILET,
BREEIZEH 1 2hVET,

EHE/INAT—FKDLEE

T 74 ILE/RRT)—R (L password TY , KYREL/NNRAT—RIZEBLTLESW, EEHES
(admin)ZZE B A EIETEE A,

BEMGNRT—RIEIENDEZBOFEIZTEH >TULVEVWEETHY . KXFINF., #F.
BDRI>HEDNRVNESNTWVET . NRAT—FIIHRER 30 XFEFTHEARETT,

anji
cu
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EEENRAT—RZLEEHTS

1. Maintenance > Password > Change Password #3#1R L T Change Password R— % KRR
LEY,

Configuration Monitoring Maintenance

Password | Reset | Remote Management { Upgrade

Change Password

Change Password

Current Password

Mew Password

Repeat New Password

Restore Default Password T ves & No

CAMCEL APPLY

2. Current Password {RICIRED/ARAT—FEAAL. U TDELELIDFIBTEELET,
o FLULVWISRT—FK% 2 [8] (New Password ## & Repeat New Password [Z) A 19 3,

e Restore Default Password T Yes U A RAVEEIRLTT 74 /LM SR —KRZ[EIE
LES ., TIAILEE No TT,

3. Apply REUED)VILTREEZREFLET

TFIAIRNRRT—RZEELEEES . O 12 /8RA)—KIZ password E75UET, FHLLY
NRAT—RZEEHRELI-GE L. REEEMITREL TS,

Syslog H—/\—ZFFZIZT S

LAN LE[Z Syslog H—/\—h'$H B35 & [, Syslog EIE T Syslog A7 avEHMIZTHIEMN
TEET, Syslog #ENNTBHE T4V LRTIERRA VML syslog 774 ILE syslog H—
N—IZEELET,
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Syslog H—/\—Z%FMIZT 5

1. Configuration > System > Advanced > Syslog ##1RL T Syslog R—UF# XK RLET,

Configuration Monitoring Maintenance Support

System | IP | Wireless | Security | Wireless Bridge

Basic SYSIDQ
- Syslog Settings 7
General -
# Hotspot Enable Syslog 2
Syslog Server IP Address
Port Number 514
CAMCEL APPLY
UTDIERZHRELET,
RE B
Enable Syslog FryIRy I REERLT Syslog ZHEMICLET . TIAILMIE
BT
Syslog Server IP DANLRATOARA D Syslog 774 ILEEI{ET S Syslog Y
Address —/IN—D P PRLARZEHRELET
Port Number Syslog —/\—DHR—,BEEFIHE/ELET, TIAINEL 514 T
Jo.

2. Apply REED )Y ILTHREEXZREFELET,

DJANLATOEARAU D ER
DANXLRAT IR ARAUMER A RERERENHYET,
VAT LIEHERDS
System EIEICIRAED IP FRE. T/ VLREE.ZECHEDTAVLRATIERRIUED

BREDMEZRTLET BHREIFAMYDATHY . EENLEGIGRIIFNDOEERTER
9 HEITRYET,
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DATLEEERTT D
Monitoring > System %3#EiRL T System R—UFXRRLET,

Configuration Monitoring Maintenance Support

System | Wireless Stations | Rogue AP | Logs | Statistics | Packet Capture

System
Access Point Information )
Access Point Name netgeard4539588
Ethernet MAC Address 04:a31:51:84:89:88

Wireless MAC Address for 2.4GHz 04:51:51:84:89:80
Wireless MAC Address for 5GHz 04:a31:51:84:85:90

Country / Region Japan
Firmware Version WHDAPZ60_V3.0.5.0
Serial Mumber 2RI6385GO17AB
Current Time Sat Dec 12 14:43:40 15T 20135
Uptime 04 Hrs 41 Mins 42 Secs
Current IPv4 Settings D
IPv4 Address 192.168.1.20
Subnet Mask 255.,255.255.0
Default Gateway 192,168.1.1
DHCP Client Enabled
Current Wireless Settings for 802.11ng T
Access Point Mode Access Point
Channel / Frequency Auto (11)
Rogue AP Detection Disabled
Current Wireless Settings for 802.11na 0
Access Point Mode Access Point
Channel / Frequency Auto (40)
Rogue AP Detection Disabled

UTIZRRENDERICOVTRLET,

HH B EA

Access Point Information

Access Point Name |72t AXRA2FD NetBIOS £,

Ethernet MAC

VAN LRAT I RRA DA —HFybiR—kD MAC 7RL X,
Address
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Wireless MAC DAY LRTIERRADTLYLRH—KD MAC FRL R,
Address
AN LRAT7IEARACDEET HEEER,
Country/Region AE: DAV LRTICARA U MDEEHREELGDRTEIZTHEEEICE

BAREEAHYFT

Firmware Version

WEAVAP—ILENTWNDIT7—LITTD/N—D3,

Current Time

IRTE D BFFE]

Current IP Settings

IP Address

TAVYLATIEARAUED IP TRLA,

Subnet Mask

TAVYLRAT I ERARAUED Y TRIMTRY,

Default Gateway

TAXLRFIERRA DT T4 —r 1A,

DHCP Client

DHCP 547D ESH. EXh,

Current Wireless Setti

ngs for 802.11n/g

Access Point Mode

TAVLRT I ARA U DEEE—F,
+ Access Point

» Point—to—Point Bridge

» Point—to—Point Bridge with Access Point

« Multi-Point Bridge with/without client association

Channel / Frequency

TAVYLAR—bAEALTOSF Yo R,

Rogue AP Detection

AIE AP BRENDE TN S,

Current Wireless Setti

ngs for 802.11n/a

Access Point Mode

TAVLRT I ARA U DEEE—F,
+ Access Point

» Point—to—Point Bridge

» Point—to—Point Bridge with Access Point

+ Multi-Point Bridge with/without client association

Channel / Frequency

DAL AR—rBERAL TS FroRIL,

Rogue AP Detection

AIE AP BREND B - ER,
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DAY L RixERDELR

Wireless Stations & & Available Wireless Stations T—J ILEZ A TWET , T—TILIZIEK
DANLATIERARAUMNIIEHRINTNDTARTD IP TNARERRLET, T—TILIE
DAY LRE—KRZEIZRTRESNET,

AE: VAV LRARYNT—JIERCAR YT —U 4 (SSID) EFESEH DT A
LRT7IRARA NS EIENRHYET , CNMNITAVYLRARIYET—ID
#HEZLIT. 1— =XV VL ATV EARSA U MNEEBR B TE S LIITEY
9, CODIBETIL. Avaliable Wireles Stations T—JJLIZZD T AL A7
JEARAUMIEREINTWDIHREITHARTEINSZEITEEL T ES
LY,

ESN=J7 MY L R REHEZEL, TOFHEZRS
1. Monitoring > Wireless Stations.%#1R L T Wireless Stations R—IU &R RLET,

Wireless Stations

Available Wireless Stations (802.11ng)

-m—mmmmmm
117.

00  QOS/ERP/HT/PV

Available Wireless Stations (802.11na)
T T T T T T T T

REFRESH DETAILS

Refresh RAE D)y ILTIANERFHLET . TA VL AT IR KAV D BREET S
BETANLRTIERRAVINIA VL RIGREBRRTHETHERITEONET &
BENTWNBT/NAREET 21X Refresh REE 0w ILET,

24GHz E—FH KU 5GHz E—FZFNZF NI Available Wireless Stations T—7 /LAY
F9, FNFNDOE—FT Available Wireless Stations T—J JLIZ MAC 7FL X,
BSSID,SSID, F¥> )L, iBRE. AT AD, E—FEFLVKREEZRTRLET,
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=0

WNDAP360 BT =27/l

vILET,

Wireless Stations Details

MAC Address

BSSID

S5ID

Channel

Rate

State

Type
AID

Mode

Status

RSSI

Idle Time

Tx Sequence

Rx Sequence

Capability

Ci

pher

SNR

Recv. Bytes

Trans. bytes

Assoc, Time Stamp

IP Address

Channel Width

Co:4F:7E:S1:BD:BE
04:31:51:84:89:80
WHNDAP3E0_24G

11

117.00
QOS/ERF/HT/PWR_MGT
wpa?l

1

11ng

Associated

B0

]

a1

1456

EPSs

aes

33

16906

33613

00:00:07
132.168.1.6
Static20

LLFIZ Wireless Stations Details BEIE IR RSN A IHEHRDRBAZTELET,

FHMZERDIZE HKRISHE T SR ZRIRL . Details K2

Close |

IHHE HTL)]

MAC Address TAYLREmERD MAC 7RL X,
BSSID TAVL RimRHAME-STLVS BSSID,
SSID TAX L RIHRHIMES>TLVS SSID,

72




WNDAP360 BT =27/l

Channel DAVLREHERMNMESTLNDF v Rl

Rate T AL RHRDE(E EE (Mbps),

State TAXL AR THEMIZIE->TULHHEEE,

Type TAXLRIFRHIME> TSR LB S L21T,

AID A XL RifmA D AlD(associated identifier),

Mode TAVLRERNEELTLDE—R,

Status DAVLREGRDTA VL RIKEE, (Associated).

RSSI DAL RimAKD RSSI(received signal strength indicator),
Idle Time DAVLRGRNORERICTIL—LEZELTHLDEH,

Tx Sequence

TAVLRAGKRIZEEINREDIL—LDY—T U RES,

Rx Sequence

TAVLRHRNZELRERDIL—LDI—T U RES,

Capability EHROBRIZEALI=7A4 VLI RODEENBIE,
Cipher DAY L RImRNME->TLNDEEIE AR,

SNR SNR(signal-to—noise ratio)

Recv. Bytes DAY L RimRMDEENERZEL/ 15,
Trans. bytes DAY L RimRHDEENREEL /15K,

Assoc. Time
Stamp

DAY L RIn RO FHMIFHRE IS LIFRE.,

IP Address

TAVLREERD IP 7RL X,

Channel Width

TAVL REERNBEL TLSF v R ILIE,

TOTAET(OT%#MERTS

TAXVLRAT ) ERARANDT ITAETAOJ EHERLRET D ENTEET,
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TI)TAETARJTERTLTRET S
1. Monitoring > Logs Z#ERL T Logs R—U %R RLET,

Configuration Monitoring Maintenance Support

System | Wireless Stations | Rogue AP | Logs | Statistics | Packet Capture

Logs
Logs

Dec 31 20:10:58 hostapd: wifiOvapS5: RADIUS Send failed - maybe in A
Dec 31 20:10:58 hostapd: wifiOwvapS5: RADIUS Accounting server 192.
Dec 31 20:10:58 hostapd: wifiOvap7: RADIUS Send failed - maybe in
\Dec 31 20:10:58 hostapd: wifiOvap7: RADIUS Accounting server 192.
Dec 31 20:10:58 hostapd: wifiOvap4: RADIUS Send failed - maybe 1in
Dec 31 20:10:58 hostapd: wifiOvap4: RADIUS Accounting server 192.
Dec 31 20:10:58 hostapd: wifiOvap6: RADIUS Send failed - maybe in
Dec 31 20:10:58 hostapd: wifiOvap6: RADIUS Accounting server 192,
Dec 31 20:10:58 hostapd: wifiOvapO: RADIUS Send failed - maybe in
Dec 31 20:10:58 hostapd: wifiOvapO: RADIUS Accounting server 192,

REFRESH CLEAR  SAVEAS,,

2. Save As RAVEVwHLTOT ERETHIENTEET,
Refresh IRA2 %91y L CEIEZEHLET . AT %HIBRT B[ Clear (RAZET) v
Lij_o

S J4vO%KET Traffic Statistics
Statistics EIE [XH R (LAN) ET AL X (WLAN) DS T4 9015 ERTLET,

Statistics E[HZ®TRT D,
Monitoring > Statistics %2R L T Statistics *— %R RLET .
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Maintenance Support

Configuration Monitoring

System | Wireless Stations | Rogue AP | Logs | Statistics | Packet Capture

Statistics

Wired Ethernet e
| Roceived
m 2388816 383815
Bytes 747040474 124688711

Wireless 802.11ng @)

Received

Unicast Packets 347615 264693
Broadcast Packets i 270481
Multicast Packets 387 42352
Total Packets 3482432 677526
Total Bytes 27804890 @ 562229977

Wireless 802.11na @)

Recelved

Unicast Packets 43670 22494
Broadcast Packets QR 73320
Multicast Packets 165 11048
Total Packets 44301 107872

Total Byles 18704e9 46214789

@

Number of Associated Clients

802.11ng Radio a
802.11na Radio o

]
=
g_.
=

REFRESH

Refresh R2 %01y LTIEREREHLET . .
LI T DI Statistics BEIE ICR RSN DIEHRDERAZFELET,

HH B EA

Wired Ethernet

7
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Dackete JAVYLRTIERARAU A BRELTHSDA—H Fyhath
a3V TEZIELI=/\T YD,

Bt JAVLRTIERRAVMDRBRILTHLD A —H Fybat

Y DL TERELI/ATRL,

Wireless 802.11b, Wireless 802.11bg, or Wireless 801.11ng
BEIETAVLRE—FDBIRIZKYERYET,

TAVLRT I ARA VDN BEEGLTHLD TV LRIARY

Uni t Packet . 2 o = R .
nicast rackets LAV TRSELELZ R v RNy,

DANXYLRATIERARA VD BREEILTHLDTA VYL RaARY

Broadcast Packets o N . R
LAV TERELETO—FF v XMy,

TAVLRAT I RARAUEDNBEGLTHLD T/ VYL RIARY

Multicast Packet M b

DAV LRATIERARA VD BREEILTHLDTA VYL RXaRY

Total Packets . g = o ”
LAVTEZEL/\ YN,

DAV LRATIERARA VD BREEILTHLDTA VYL RaARY

Total Bytes . g = o -
y AV TERIELIz/N ML,

Wireless 802.11a or Wireless 801.11na
HHIETAVLAE—FDOERIZKVELRYFET,
BB (% 24GHz E—KERILTY,

Client Association

802.11b Radio,
802.11bg Radio, or
802.11ng Radio BiSNh TS IS4 7 N,

802.11na Radio or
802.11a Radio

IE AP BEEEZHZT S

FIE AP REDEILEETE
DANXLARTIRRARAUE [ERET VARSIV ERIL, TANVLRTIERRA M E

BRI BDLEHCIENTEET , TAVLRT IV ERRAUMIZ DGR TRALIZ7 VXK
AVPD) RN EMHFLET , RUIIBRASN=TRXRTOT I RXAR A2 ML Unknown AP List
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[ZRRENZFET . Know AP List [CINZA D EICESTRBLE-TZ IV ERRAUMITIZEEES
FRLAIE AP BRENMEREZANICLET,

RIE AP BRAEFHZTEE, TAVLARATIERARAVMNMEEICTANVLAR YT —I%FR
Frl, FDOFYURILDTRTDT VARSI MEREINELE T,

FIEAP BRHZAEMICLRET S

1. Configuration > Security > Advanced > Rogue AP %iZiRL T Rogue AP R—IF R RLE

Configuration Monitoring Maintenance Support
System | IP | Wireless | Security | Wireless Bridge
Profile Settings Rogue AP
Rogue AP
* Mac
Authentication 802.11b/bg/ng 802.11a/na
* Radius Server
Sethings
Turn Rogue AP Detection On I
Rogue AP Detection Policy Aggressive ;I
Import AP List from a file C Replace = Merge
203
Known AP List DELETE Unknown AP List

& | wac adaress s | Chamet W B | macadaress | ssip | Chamnel |
i1 MOVYE

'_ 04-A1-51-53-27-21 BCWMFree € i I— AOD-21-B7-BD-53-60 E_F a_lab 11

ERS
2. 802.11a/na #7%&4)v4 LT 802.11a/na E—FTEHLAIE AP BEIEZAMICL. [HETESE
T,

3. Refresh REE0) L TIANVLARATICARAMNMIT O RARAMEFR RIS
Unknown AP List [Z:BNSEET,

4. Unknown AP List TFIVIRYIREZ/E>TTIERARAUMERIRLET,

5. Move RAED) I LTTItAR A2 % Unknown AP List H 5 Known AP List ~NF5Ef
LEY,

6. Turn Rogue AP Detection On FT YRy I RAEEIRLTAIEE AP BREZEIICLET,

7. Rogue AP Detection Policy: 7R IE AP BREID R ¥ v DIFEEZHRELET .
Moderate:5 ¥
Mild: 10 #
Aggressive: 1§

8. Apply RFVEV) UL TEREEREFLET,
7Ot ARA2 % Know AP List M SHIBRL . Unknown AP List [ZiBHNT 5

1. Known AP List THIBRT A7 VR RAU D F v IRV I REEIRLET,
2. Delete REED)VILET,
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Known AP List [CURbEAVR—FF B

1. UTFDEELMDAETITVET,
* Replace VA RAUZEIRL ., BEFED Known AP List EELEZ D,
e Merge SUARIUEERL., BIFFED Known AP List ST 5.

2. BRBRRIVED)VILTIFZFAINEZERLET , T7MILIE—1TIZ1DD MAC PRL X% R
HLE-TFXANI7AILTT,

3. I7AMINEERLTBHRRVE V)Y ILET,
4. Apply RE%E491) v LT Know AP List #7v7O—KLET,

TORARAVNI AN EFERLTREFT S

DANVLARATIERRAUE [ZELDTIERARAUNAP) ED AV L RinREREL) XML
THEBELET, VA VLRTIERRAUMIEGLEVWESIICZD AREESTENTEET,

Unknown AP List ZERBLI7MILICRET S

1. Monitoring > Rogue AP > Unknown AP List %33#$RL T Unknown AP List R—U %KL
EX S

Configuration Monitoring Maintenance Support

System | Wireless Stations | Rogue AP | Logs | Statistics | Packet Capture

Unknown AP List

Enown AEILIst Unknown AP List (802.11ng)

# | MAC Address SSID Privacy | Channel | Rate Beacon Int. | # of Beacons | Last Beacon

1 00:1F:33:C4:F7:F8 EVA2000_WEPS4 1 3 300.00 100 1264 745115
2 COI13F;0E1BOIB71A2  FULLRATERTAZ 0 3 270.00 100 336 744907
3 30:46:9A:85:A9:3F  XCES3700 1 1 144.44 100 8 730218
4 CO:3FI0E:8%:1C%101  ngguest 1 1 54.00 100 8 727936
S 00:24:82;:5A:1F:27  CES2703 1 3 300,00 100 $36 745097
Unknown AP List (B02.11na)
u MAC Address SSID \ Privacy \ Channel | Rate Beacon Int. | # of Beacons | Last Beacon

REFRESH SAVE

2. Refresh RAVED)IILTIANVLRTIERARAVMITIRARAUNEFKRSE T,
Unknown AP List [Z:B0LE T,

LI FMDFEIZ Unknown AP List DIEHRDAFETRLET,

HE B7L)]

MAC Address REND AP D MAC 7RL R,

SSID REID AP A {E-STLVS SSID,

Privacy XAV TADEH-EHO B, 2: EM)
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Channel RHD AP BMELSTLNSF oI,
Rate RED AP DEERE,
Beacon Int. E—a> D EE R H(ms)
The number of beacons transmitted by the unknown AP that the
# of Beacons DANXLRTIRARAVEDIRELI=RED AP AEELE
_:P/%&o
Last Beacon B DOE—a R HEERE,

Save IRAVED)yOLTERED AP DYRANETFAIVIZRELET , D1V RORRRE
NREFEEMEEIRTEEFT, TIHILEDT7AILEAIE macList.txt TI,

Known AP Lists ZHFEL TI7MILICRET S

1.

Monitoring > Rogue AP > Known AP List Z3Z#RL T Known AP List R—U %K RLET,

Configuration Monitoring Maintenance Support

System | Wireless Stations | Rogue AP : Logs : Statistics | Packet Capture

Unknown AP List Known AP List

Known AP List (802.11ng)

| # | Mac address SSID | Channel

1 00:24:B2:61:94:21 NG_11g-1 &
2 00:17:31:23:09:04 Wireless &
3 00:1F:33:D2:AD:82 EVA2000_mixed 1
4 CO:3F:i0E:85:CB:00 ngwlan 1
S 00:181F3:EF:DB:24 Customer ID 11

Known AP List (802.11na)

| # | MAC address SSID | Channel

REFRESH SAVE

Refresh R22 %)y OLTIANL AT OECRARAMNITHORCARANERRIE T,
Known AP List [Z3BNLET .

LI T D FEIZ Known AP List D1EHDERBAZSELET,

HH LT

MAC Address BXEND AP O MAC 7KL X,

SSID BEE1D AP HME-STLVS SSID,
Channel BEEID AP BMESTLNSF YR,
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3. Save RAVED) I LTERED AP DYARRET7AILIZIRELET . D4V RIARTE
NRGFEEMEEIRTEET ., TIHILEDT7AILE L macList.txt TI,

80



/N

WNDAP360 BT =27/l

=JL ==

X B

ZMDETIX WNDAP360 DILIRMERED R TE A EZERLET,

STP (Spanning Tree Protocol) & 802.1Q VLAN

Advanced General System &% 7€ [B [ T STP(Spanning Tree Protoco)ZH%1IZL. LVAN %%

ELET,
STP [ZEHD VANV L AT I CARA VN EMNEEFIZRYND—I o700 RE b IR
LEY,

DAY LRATOEARALRTOH 802.1Q VLAN [F—D DB RYNIT—HO TS D4 0O % RIE
BICHBELET,

Untagged VLAN: Zh AWBIREN TS EE (X, —D D VLAN [F“Untagged VLAN"ELT
BREINFET  TA/VLARATIERARAU N —T R b A2 B—DT 12— X T Untagged
VLAN" DD ITL—LEEETHE CNODTL—LALIZIFXEAT I EFFA, TIEAR
AV =YY A—DI—ADNDRAT DIEWNIL—LEZETDHE. ChHDTL
— /I [& Untagged VLAN [ZEIY HTENFET,

BIRSNTULRWE, T4V LRTORARAVMEA—F 2RI U EZ—DTI—RATEET
BIL—LIFETIZATIMTE. BEDHS VLANID DRI DDOWNF=TL—LDHEZIT
ANES,

AE:RYRT—IDAALyFH 8021QVLAN ZHHR—rLTLBEFIT
Untagged VLAN FxvoRyI R LTSN, BHRIC, RvbkD
—IDAAYFhH 802.1QVLAN FHR—rLTULVAETZ(T untagged
VLAN fEZZELTLEELY, Untagged VLAN FIuohys X% &
R HZEH, untagged VLAN [EZZEE T HE, RAMYFHXIGT S
VLAN [ZEEESNTULVEWE IP EBIRE RIS ENHYET,

Management VLAN: 77t XRA U hERITEIBNS T2 (Telnet, SNMP,HTTP) D 1=
[ZEHNET,

Management VLAN 2@ T 2L —AIXLSU I TEESINSEEIZ(X 802.1Q 24 (X F1T
SNFER A, R—MIBEINTLAIDMN—DD VLAN EITDBEIZITET (E{HEFE
Ao LNLR—RIZEE R D VLAN BNEIY B ToNBEEE 2T 5 TEBELHYET ..
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WNDAP360 BT =27/l

BREYT D

Configuring > System > Advanced > General Z##RL T General R—C %R RLFET .

Configuration Monitoring Maintenance Support
System | IP | Wireless | Security | Wireless Bridge
Basic General
Spanning Tree Protocol
» Hotspot Spanning Tree Protocol O Enable @ Disable
*» Syslog
802.1Q VLAN
Untagged YLAN 1
Management YLAN 1
CANCEL APPLY
s e
LUTDOEBZHELET,
IHH #iBEA

Spanning Tree Protocol

Spanning Tree
Protocol

Enable TSTP Z#&%NZLET .

802.1Q VLAN

Untagged VLAN

Untagged VLAN ZZRLT—2® VLAN % untagged VLAN ELET,
TIHILNERIRENWhTWVET,

VLANID #E%ELET, TIA4/LE VLAN D (X1 T,

Management VLAN

Specify an ID for the VLAN from which the TA YL AT LA RAk
EI(CFHED VLANID ZHELFET . TI4/ILL VLANID [F1 T,
AE:VLANID 2088 FE T & TAVL AT IVEARAUMIED VLAN
MO THLEETEEIZAY . Management VLAN DL —LAIZIE AT X4+
TFEHA

Apply KRB %Dy I LTREEZRFLET .

Ry RRYNERTE

DANLARATIERARAVIDRT IEARARELTEMET BRFZTRTD HTTP E3R
(TCP., R—bk 80) #HHIELUSF AL IR LIz, iRy b AR YR —/N—FRTEL. BEREZHTE
D URLIZYEALIRLTOTATUNEBEEBLET =X L HTTP ERZZEEED Web H—
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IN—=BAZIVTRE . [LEN)IFALINTEET . RTILTRITRTD T A VL R ERHER
TILDY—N—[ZYFALINTRERBEZITV=VLERINLLAEE A,

AENEALIMETANLRISAT UM HOH T Web TS50 —%FL V=
BOAFEELET,

RYRRRY Y —/IN—FERTET D

1. Configuration > System > Advanced > Hotspot Z3#1RL T Hotspot R—U &R RLET,

Configuration Monitoring Maintenance Support

System | IP | Wireless | Security | Wireless Bridge

Basic Hotspot

5 Hotspot Settings
General

HTTP Redirect " Enable  Disable
Redirect URL http:// www.n

JMNELJEAr.com

2 Syslog

CAMCEL APPLY

2. HTTP Redirect: Enable Z#{RLTHTTP YA AL IREEMIZLET . TIAILME
Disable (#&%)) TY .

3. Redirect URL: YZ AL UL%E®D URLZFEEALET,

4. Apply REVED )L TEREFRELET . TXTHO HTTP ERIZIEEL= URL (TUHF
ALIRENFET,

LR T AV LA TE

Advanced Wireless Settings BEIE CHRRLEITA VL AR TEEZT HEMNTEET,

BETIAIEIAVYLRARECHEELEELET . LKL, BEVDIREBICEAHDETIAY
LRATZIERARACDINTF—I O RE WA T HIENTEET,
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VRV A VL AEEZT S

1. Configuration > Wireless > Advanced > Wireless Settings %2R L T Wireless Settings N

—OERTLET,

Configuration

System | IP | Wireless |

Basic

2 QoS Settings

Monitoring

Security | Wireless Bridge

Maintenance

Wireless Settings

Wireless Settings

802.11b/bg/ng 802.11a/na

RTS Threshold (0-2347)
Fragmentation Length (256-2346)
Beacon Interval (100-1000)
Aggregation Length (1024-65535)
AMPDU

RIFS Transmission

DTIM Interval (1-255)

Preamble Type

Support

2347

2346

100

65535

# Enable [ Disable
T Enable ™ Disable
3

= Auto C Long

Antenna & Internal  External
802.11d I

Client Isolation Disable =]

Max. Wireless Clients 64

CAMCEL APPLY

2. 802.11a/na R TZFEIRL T 802.11a/na E—F D/ TEEZT AL TEET,

3. UTHOEBZHELFT .

HH

'.E_IDII:I

BR

RTS Threshold (0-2347)

RTS(Request to Send) threshold ZEXELET . T 74 /LIE
2347 T,

INTYRH A XA RTS Threshold fELL T DIFE L. 714vL
AT Y RRA 2~ SCMA/CD (Carrier Sense Multiple
Access with Collision Detection) * =X LZE{FEL\, ALY
AHEDRICELIZT—AIL—LEEELET,
INTY RS A XA RTS Threshold ELYHKREVGEIE. 74
YLARAT7OEARA ML SCMA/CA(Carrier Sense Multiple
Access with Collision Avoidance) * =X LZEFEWET, 2D
BE.EEmRKRIE RTS /NrybEZEMKRITEY . ZIEWKR
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HY CTS(Clear To Send)/ S yhEEYRT DEF->THLT
— BNy EEIELET,

Fragmentation Length (256-
2346)

T—RITIEDITST AV DE=HIZANSNERK/ vk
YA XEBELET . COBELYLREL Y bEEERTIC
INSTZIN T INZREIINE T . COEXBRTHILED
HYET, TIAHILMEIE 2346 TT,

Beacon Interval (100-1000)

VAN LAY T—OFREATB=DIZTAVYLRATIER
IRAURHIEIET HE—a X {EREIFREZE 100ms~1000ms D
BMITHRELET ., T74ILMEIX 100ms TY,

Aggregation Length (1024-
65535)

AE:802.11ng, 802.11na E—
FOAITERAINET,

AMPDU(Aggregated MAC Protocol Data Unit) 7\ vk D&
REFHRELFET  RKEGEIERYET—I/1RT+—T R %
FLEF, TIHILMEIE 65535 TH,

AMPDU
AE:802.11ng, 802.11na &
—RDHITERINET,

Enable 5o A R2 % # IRLTEED MAC JL—LEF—D
DIL—LELTEELTEVWRIL—TYNEERLET . T
T4 I)LME Enable(BEZh)TY .

RIFS Transmission
AE:802.11ng, 802.11na &
—FOBISERSNET .

Enable S #4 R4 %8R L T RIFS(Reduced Interframe
Space)Z B #ZLE T, T 74 /LI Disable(EZH)TT,

DTIM Interval (1-255)

DTIM(Delivery Traffic Indication Message)Z X ELE T, [ED
&R 1-255 T, T 74 /LMEIX 3 TY,

Preamble Type
AFE:802.11b, 802.11bg E—
FOAERINET,

cLong: RWIJUTZUTILIXEBEMEDR LELVEHEELST
BRI DIENHYFET . BLNTITUTILIEELVNT
F—IYREB/LNET,
Auto: BEIFAE LET, TIAHILMERETY,

Antenna
AE:802.11a, 802.11na E—
FIZIZT@ERAINEE A,

< Internal: A7 T T DIGEEIERLES . T 4Lk,
External.: A 7T DIGEITHERLET,

802.11d
A%E:802.11a, 802.11na E—
FISIEERSNEE Ao

IEEE 802.11 A& AFE R TS/ E O s <[ (=455 #
EERTHEEBRIELET , TIHIMTERSNTLE
ERB

Client Isolation

«Enable: FL SSID [C#E#HLI=V5A4 7 U rRIET TEIEEED
TEF A, T 74ILME Disable (X TI)
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AN LRT IEARAVMNZBIBI G R RER IS4 T o
., TIHILEE 64,

Max. Wireless Clients

4. Apply RAVED) VI L TEREERELET,

ik QoS EEZT

FEAEDRYRNT—ITIETIAILE QoS SRETRIEDYEE A

VAN LATI2ARAU DGR QoS FREIFUTDESYTY,

e AP EDCA parameters: A YL A7 IR RAUENTANLRIZATUCADERD
BEFLET,

e Station EDCA parameters: JA YL RISA T UMMNETAVYLARATIEARAIUAADE
BODHREELET . WIM BESNZHE> TS ERETEEE Ao

EDCA BREET DL, VA VLARTVERRAUME ToS(Type of Service) IZEHET S IP /37

YANYT —DEREFALET  TAVLRATIERARAUMNEITRTDNNTYEDAYT—D

ToS Z4—ILFERELET . /N7 YD ToS T1—ILREDEZHEIZ, T4V L AT IRRA

UMENT YR EFI—ICEIY B TEIET/ YL DEEDBEEERELET  ELD3147

DT—REFETNETNDOF21—ICBEERTENETS, TAVLRT IR RAIUEDRZRZTND

Fa1—FESWOMNEERET HIENTEET,

F1—DEHEUTOEY,

e Data 0 (Best Effort): % E. RAIL—Tvb, BEADEODF1—, [FEAED IP T—A(X
ZDF1—TEEINFET,

e Data 1 (Background): RIEDEBEE. ELVRIIL—TYrDF1—, BLRIL—TYFTEIE
[CERETHVNEDFIDF1—I2ESNFET, (B FTP T—4)

* Data 2 (Video): 2B DO DBEEX1—, ETHIZIDF1—ITELNET

e Data 3 (Voice): BEBHEDF1—, VoP PAN)—SU T AT4XIXIDFa1—ITELNE
ERR
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ik QoS ZERTE T B

1. Configuration > Wireless > Advanced > QoS Settings ZERL T QoS Settings R—T%
FRLET,

Configuration Monitoring Maintenance Support

System | IP | Wireless | Security | Wireless Bridge

Basic QoS Settings
¥ Wireless Settings Qos Settings 6]
802.11b/bg/ng B02.11a/na
A

Data 0 (Best Effort)

Data 1 (Background)

Station EDCA parameters

CAIFS | cwhin | cwMax | TXOP Limit |
15 =| |1023 -] [o

1023 =| |0

15 =| [3008

7 =| [1504

1023 =| |0
15 =| [3008
7 =| [1504

P EDCA par:
[Queue [ AIFS | cwMin | cwMax | Max. Burst
| Data 0 (Best Effort)

ameters

Data 0 (Best Effort)
Data 1 (Background)
Data 2 (Video)

Data 3 (Voice)

15

3
7
2 7
2

3

K| EHj 6

CAMCEL APPLY

2. 802.11a/na 7% FEIRL T 802.11a/na E—FDH/TEETAHEELTEET,
3. UTHEBR%EHELET,

HH BL

AP EDCA parameters

AIFS AIFS(Arbitration Inter—Frame Spacing) [T —47 L — LB D FH#EE (ms)
FEELET, REREIIEWNTSAH)T4ERLET 8HIL 0-8 TT,
J 74 )Lk Data 0: 3; Data 1: 7; Data 2: 1: Data 3: 1.

cwMin cwMin (Minimum Contention Window: Ex/Na> T3> 4 Rm) (/309
AR LR(ms)EHELET . NSLMEIZBEENSAHAYET . cwMin
[ cwMax LY B /NSHBETHILENHYES , BIAIER 01,3, 7, 15, 31,
63, 127, 255, 511, 1023 T,

T 74 JUMEIL Data 0: 15; Data 1: 15; Data 2: 7; Data 3: 3.
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cwMax cwMax (Maximum Contention Window: sx KA T a4 K9) (Z/3v5
AIBRED LRMs)EIEELET , NELMEILEBEENZLLYET , cwMax
(F cwMin FYELREGIETHAIVENHYET . AREIEI O 1,3, 7,15, 31,
63, 127, 255, 511, 1023 T,
T 74 )LMEIL Data 0: 63; Data 1: 1023; Data 2: 15; Data 3: 7.

Max. Burst | K/ N—RLEFEIMs)ERELE T, MEKTEHEF1—DEEENELGYE

I EDEHEREIL 0 &£ 8192 %2 32 DEHMETT,
T 74 )LKE: Data 0: 0; Data 1: 0; Data 2: 3008; Data 3: 1504.

Station EDCA parameters

AIFS

AIFS(Arbitration Inter—Frame Spacing) |&T—%27L— LB D 1S (ms)
FRELFEFT, RKEREEFXEWNTSAAH)T14ERLET, &1L 0-8 TH,
J7#J)Lk: Data 0: 3: Data 1: 7; Data 2: 2; Data 3: 2.

cwMin

cwMin (Minimum Contention Window: fx/Na> T2 a4 k) (X739
AIBRED LRMs)EIEELET  MELMEIXEBEENSZHBYET , cwMin
[F cwMax KYE/NSZETHAILELNHYFES . HRIAMEE 0, 1,3, 7, 15, 31,
63, 127, 255, 511, 1023 T,

T 74 )LMMEIL Data 0: 15; Data 1: 15; Data 2: 7; Data 3: 3.

cwMax

cwMax (Maximum Contention Window : sg KAV T34V k™) (/395
AIBRED LRMms)ZIEELET , NELMEIZBEENEAHRYET , cwMax
(F cwMin XYL KREZETHOILENHYFET , HREMEKO, 1,3, 7, 15, 31,
63, 127, 255, 511, 1023 T,

FT 74 )LMMEIL: Data 0: 1023; Data 1: 1023; Data 2: 15; Data 3: 7.

TXOP Limit

DIAT UM ITAN L RAT AT IEEERR T HEEREIRERE (ms) &
TXOP(Transmission Opportunity) CE2>TLET  EDEFHIL 0 & 8192 %5
32 DEYETY,

T 74 )LKE: Data 0: 0; Data 1: 0; Data 2: 3008:; Data 3: 1504.

4. Apply REVED)YILTHREEZRELET,
JANLAIT)YHRTE
DANLARATIERARAVNMIRELR T ) EINF=TA VYL ARV T —OEEREED

WDS(Wireless Distributing System)ZHR—cLTWVET , L FTDTAVYLRATIERARA -
DE—FEERTEET,
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Wireless point—to—point bridge: ZDE—KTlX, T4 VYL AT I EARAUMItDT )y
CE—RDITAVLRIGERE (A TLavELT)TAVLRISATUNSRBIETEET,
WEP., PA-PSK. WPA2-PSK > TEIEN X 1) T1EELLET,

Wireless point—to—multipoint bridge : CDE—K Tl T4 VYL AT IEARAMTYy
CDE—RDITAVLRERIT IWN—TDIRE—IZHEYET . ATaveL T, T4VLART
JERRAUNMIMDTA VL RISATUNERIET HIEELTEET XK 4D20DTAD
FAIEEETEEY,

HDOTVICE—RDTAYLRHRIEIRZ—DTANV L AT IERRAU LD MAC 7R
L X% {# 5T point-to—point bridge E—REREEZ T IDHEIMED T RTOIT)YIE—F
DITAVLRImKIE. BEVNIEEREZTOIDTIILEL TREI—DAVYLRATIERR
A ENLTRIELET . WEP, PA-PSK, WPA2-PSK #E - THEIENDEF 1) T1Z2E<
LFET,

Repeating the wireless signal: ZCDE—R TIXTA VYL AT I EARAUMEITA VYL RIE
BEVE—FLET, TAVLRIFATUMBEIEHR—ITOERA, TRTDRS T4
VIE)E—IT I ERARAUMNIERELES . COE—RTETAVLRYZATUMEDA
YUART VARSI EERT S EETEEE A, WEP, PA-PSK, WPA2-PSK Z{#>T
BIEOEF1T1EELET,

AE:FroRIIDBEEENEDIHEOTNDETAIVYLRTYIOERET
B LIFTEZEH A, Wireless Settings [ T Auto( BENHAEBIREN T
WEWZEZERERL T ESLY,
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Point—to—Point 714V L X%

Point-to—point bridge E—R Tl&. 74 YL A7V ELRRAUMIMD T ) OE—RFDT AL
RAIRKREBELET , VTM VLR X1 TA45E>TEIEZRELEFT  UTIZ2 DDV 1Y
LRAT7OEARA2 L (AP) A Point—to—point bridge E—F CTHREL TULVDAEZERLET,

e AP1 5 r—
— AP2 - |
-_7', DA4¥YLRA

PC
JA4¥YLRA
Point—to—point
bridge Mode Point—to—point
bridge Mode

192.168.0.1

LAN
T AM

BT A2

Point—to—point 74 VYL ARYI)—D%RTET D

1. Configuration > Wireless Bridge > Bridging Z1#{R L T Bridging A—Y %R RLET,
2. 802.11b/bg/ng £1-1% 802.11a/na #TZ:EIRLE T,

Configuration Monitoring Maintenance Support

i IP | Wireless

Security

Wireless Bridge

System

Bridging
Bridging @
802.11b/bg/ng 802.11a/na
Enable Wireless Bridging [
Local MAC Address 04:A1:51:84:89:80
* Wireless Point—to-Point Eridge T wireless Point to Multi-Point Bridge

Enable Wireless Client Association

-nm

NETGEAR-WDS-1 Open System

EDIT CAMCEL APPLY
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3. TAVYLRTZIERRAU (LAN 25 A2k 1 D AP1)% point-to—point bridge [ZEZTELF
el
a. Enable Wireless Bridging FTvRv I XA%EEIRLET,
FroRILERTED Auto DIHFEIFZEELAEET . TNDIHE X Configuration > Wireless
> Basic > Wireless Settings XR—< T Channel ZEIEIZHELE T,
Local MAC Address X7 A YL X7V EARAF D MAC PRLATEEARAIDTF

}TI,
b. Wireless Point—to—Point Bridge S A4 R ZEIRLE T, B IRICH > TEIER R TN
EEINFET,

c. TANVLATIERARA2L H point—to—point bridge DEZIZTA VL RISAT LD
TOEAELEZLI=L 5 E (L. Enable Wireless Client Association FT vy Ho A%
2)99LET,

d. Edit7/REAVED)vILTEF ) T4 077/ ILERTFELFE T, Edit Security Profile
BEARRTEINET,

Monitoring Maintenance Support

Configuration

System | IP | Wireless | Security | Wireless Bridge

Edit Security Profile

Profile Definition

Profile Name NETGEAR-WDS-1
Remote MAC Address

Authentication Settings

Network Authentication Open System = |
Data Encryption MNone ;I
Link Test
IP Address
Link Testl
Link Test Process Status Uninitialized

BACK || CANCEL | aPPLY
e. UTOIEBEZHELET,
IHH SR
Profile Definition
Profile Name HAYRTNTOT7MIVBERRELET , T 74 /LI NETGEAR-
WDS-1 T,
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Remote MAC
Address

JE—FGER)DTANVYLRTIEARAL D MAC 7EL X (LAN
S A2 D AP2 ) MAC 7RLR)

Authentication Setti

ngs

Network
Authentication and
Data Encryption

Network Authentication K& o2 1) X H S Open System,
WPA-PSK, WPA2-PSK DL\ N EEIRLET . EIRICLIzA
TEREEBIEREINTET,

Open
System

mL.\nIEj:DctUH FLEEHLENT )y RBIEE (LA
BETY Y. Open System DIBZEIEZWEP ZEHT S

_&%_:#E 2% 9, Data Encryption KA T & H1)

ARDBLUTEZEIRLET,

* None: BRFEEIESLZERALEE A,

- 64-bit WEP:40/64 Evk0 WEP &,

- 128-bit WEP:104/128 Ew M WEP &,

- 152-bit WEP:128+24 E-v+®D WEP £, COE—F
[EZDE—FRZEHR—FLTWDIHEREDHF AT
BETY,

WPA-PSK

TKIP(Temporal Key Integrity Protocol)l& WPA &&
LIZALWLNSIEERSEAXTHY. CCoko
VIE I ANTERFAREL LD (E TKIP DHT
F . WPA Passphrase (Network Key){#IZ/S\X 7L —
REAALET, IRITL—RXE(E 8-63 XFT
ER

WPA2-PSK

AES(Advanced Encryption Standard) (£ WPA2 & &%
[CAVWLNSIZERSIEAXTHY. CCDrOYT
V) ANTEIRARELG L DL AES DHTY
WPA Passphrase (Network Key){fIZ/ SR I7L—X%
ABLET, NRITL—XE(F 8-63 XFTT,

Link Test
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IP Address TAVYLRATIERRAUNETA XL RiG KD ERE R T 51
BDIZ, T4V LRIHERD IP PRLRAZA AL, Link Test R2 %2
1) LZET, Link Test Process Status N TAFDEREZR L
£ 9, (Uninitialized, In Process, Success, Timed Out, or Failure)
AEEBRINZTAVLRIGBRNSBADTAVYLRTIILRA
D IP PRLRIZKLTE Ping LTHDRETT , —DD AP [Z
Ping HRAVMES &, Ty PRI BEERICRESAHYET . M
A D AP [Z Ping HRAGWEE X, V547U ELERSNT
WEE A,

f. Apply RAVED) YL THREERFELET , Bridging BIENBERTINET,
g. ELWITAI7AMIILBEEFa) T4 T arMRIRENT=5, Enable D F v IRy
DREBEIRLET,
h. EET Apply RAVEV)vILTHREERELET,
3. LANETAUR 2D 2EHDTANLATI2ARAU L (AP2) % point-to—point bridge &
—RIZERELET,
AP1 @ Remote MAC Address HlIZ AP2 0 MAC 7KL AZHRELET , AP2 D Remote
MAC Address ##IZ AP1 @ MAC 7RLRZBRELET,
4. MADTIEARAUNTUTOREEHELET,
o TAVLRTIEARAUID LAN RybT—IREEHEELET . LAN T/INA R EE]
C7RLALU O TEIMET HKSIZLET,
s MADTANLRTIVEARAVMIRLFroIL, RLERARK. RCEESLEE
EFENET,
5. LAN1 5 LAN2 EFTOERERERLETS,

AEID LAN €5 A DAV E 1 —3—3A 23— I OREBET7AIL, TULE—IZTH
TRATEET,

Point-to—Multipoint 744V L X% E

Point-to—multipoint bridge E—KTl&. 74V LRAT7IERARANEITIL—T DT )y oE—
FOANXLRTIERRAVEDIRAZ—IZIHYET  TRTDIS T4 EMDTA VYL RT Y
TRARAUITIIEL, RRA—DAN L RT I ERRAVMNMIELNET , T/ VL AEF2UT
1EFE->TRIEZHRELET,

TARAA—(ZEHSE WISV LRTIERRAUN TR L, £Xa)T47OT74)LIZERIA]
B ZHT. BEUTAVLRT7IEARLURD MAC PRLAZHRELET 4 DFETHDEF
UTF47A77AIILERETEET, (ffl: NETGEAR-WDS-1, NETGEAR-WDS-2, %)
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LT DO TIE AP1 A point—to—multipoint 7)o E—K, AP2 & AP3 A point—to—point J'1)w
DE—RTEMELTULVET,

AP2 Point—to—point AP3
" bridge Mode

JTA4VYLR Point—to—point
S/ ! - bridge Mode

Point—to—multipoint AAYF
bridge Mode e <Sie

192.168.0.1

—
LAN i
PC

T A2

- R{vF | g | l

T AM

Point-to—multipoint 7/ YL ARYRT—OEREEZT S

1. Configuration > Wireless Bridge > Bridging Z3#1RL T Bridging R— & &K RLET,

2. 802.11b/bg/ng F1=1% 802.11a/na T ZZEIRLET,

3. TAVLRTIEAKRAVL(LAN €T AV 1 D AP1) DEF2)T4TAT7AILEHRTEL
F9,
a. Configuration > Wireless Bridge Z3EiRLE T , Bridging BIE AR RESNET,

Configuration Monitoring Maintenance Support

System | IP | Wireless | Security | Wireless Bridge

Bridging
Bridging
802.11b/bg/ng 802.11afna
Enable Wireless Bridging [+
Local MAC Address 04:A1:51:84:89:80
' Wireless Point-to-Point Bridge %} wireless Paint to Multi-Point Bridge

Enable Wireless Client Association

-nm

NETGEAR-WDS-1 Open System «

r 2 NETGEAR-WDS-2 Open System l

C 3 NETGEAR-WDE-3 Qpen System I-

r 4 NETGEAR-W DS-4 Open System [
EDIT CAMNCEL APPLY
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b. Enable Wireless Bridging Fv/ Ry A& ERLET,
FroRILERTED Auto DIHEEITZEELAEFET . TDIHE (X Configuration > Wireless
> Basic > Wireless Settings X— T Channel ZEIFEIZHRELET,
Local MAC Address Hilx T AV L A7 IERARAUED MAC PRLUATEEARADIE
;T

c. Wireless Point—to-Multi-Point Bridge 5 ARV &ERLET  BIRICH->TEE R
RN EREINFET,

d. Profile 7T—IIIE 4 DDEFX2T4TAT7AINERTLET , TOFRI TRE
TH5EX)T4TOT7AILERIRLET,

e. Edit RE&EV)vILTEF2T4TAT7AILEFZRELET  Edit Security Profile
BENRTIINET,

Configuration Monitoring Maintenance Support

System | IP | Wireless | Security | Wireless Bridge

Edit Security Profile

Profile Definition

Profile Name METGEAR-WDS-1
Remote MAC Address

Authentication Settings

Network Authentication Open System ;l
Data Encryption Mone ;I
Link Test
IP Address
Link Testl
Link Test Process Status Uninitialized

BACK CAMCEL APPLY

f. UTOEBZRELFT .

'.E_IDII:I

HH B4

Profile Definition

HhYPFTWNTaI7MILEBERELET 4 D2DEF1)T470
Profile Name T7A4ILDT I4)LE NETGEAR-WDS-1,. NETGEAR-WDS-2.
NETGEAR-WDS-3. NETGEAR-WDS-4. T9,

JE—FGEE) DITANYLRATHOERARA D MAC 7KL X (LAN
T AUR 2D AP2 D MAC Z7RL A, LAN 5 A2k 3 D AP3 D
MAC 7KL X)

Remote MAC
Address
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Authentication Settings

Network Authentication KO 4 9 1) XM 5 Open System,
WPA-PSK, WPA2-PSK. DL F N EEIRLET . ERICLIzA
THREEBINEEINET,

i n.l.T:chtUH 'ﬂzﬁﬁbﬁl"j'ﬁf)ﬁﬁgﬁiliﬁf
BETI MY, Open System DIBZEITIWEP ZEHT S
C&’&?ﬁ’fé’bi?’o Data Encryption KA T4 rH21)

AL TEZIRLET,
Open - None: FBEELRESLZFERALELE A,
System . 64-bit WEP:40/64 £y~ WEP #2,

. 128-bit WEP:104/128 Ev WEP £,

- 152-bit WEP:128+24 Ewk WEP §#, COE—F
[ZZDE—FZEHR—FLTWBIHEREDHFIEHT

Network BeTd,

Authentication and
TKIP(Temporal Key Integrity Protocol)l& WPA &&

BIZALGNISEZEERS{LARXTHY. Z2nkO
VTGV ANTERAGELGD DI TKIP DA T
3, WPA Passphrase (Network Key)§#IZ/SXTL

—XEANLFET /SRIL—X KL 8-63 XFT
e

Data Encryption

WPA-PSK

AES(Advanced Encryption Standard) (& WPA2 L&
[CAVWLNSIZERSEARTHY. ZCoroy
HI) ANTEIRARELGL DL AES DA TY,
WPA Passphrase (Network Key)#IZ/SAT7L—X%
AALET, SRIL—XKIE 8-63 XFTT,
AE:802.11n MREEZHT-IZ, WPA2-PSK FBEE
& AES BB L HELET,

WPA2-PSK

Link Test

DTANXLARTIRARAUET ANV L RIGRDEGEHERT 51
DIZ, TAVYLRIHGHRD IP PRLAZ A AL, Link Test R2 %4
1)y42L%EJ, Link Test Process Status M TAFDIERERRL
IP Address ZF 9, (Uninitialized, In Process, Success, Timed Out, or Failure)
A EBEINTAVLRIRDNOEADTAVYLRT IR
AUbD IP PRLRIZHLTE Ping LTHBRETT, —DD AP
[Z Ping B3RS (X, Ty PO BEIERICRHRELAHYE
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T, MA®D AP [Z Ping HEAVMEE L. 9547 VA IE LR
IhTWEHA,

g. Apply RAVEDVILTHREERFELE T, Bridging RN BRIIINET,
h. RT7vy7 b~g #EYIRL. DX )T4TOT7MILERELFET,

Bz I EtEF1)TF4TOT74)L NETGEAR-WDS-1 T AP2 D MAC 7KL X, %)
T4782774)L NETGEAR-WDS-2 T AP3 O MAC 7KL RAZEHRELET,

. DAY LRTOERRALUE (LAN 59 A2 010D AP1)% point—to—multipoint bridge J1)w
ELT(RRE—ELTO)AMICLEFET,

a. Bridging [ T Enable Wireless Bridging F v Ry X%&:&RLET,

b. Wireless Point—to—Multi—Point Bridge S A R2 % EIRLET,

c. Enable Wireless Client Association FT vy I RE71)9I9LTIANLARISATY
7 OEREFHMZLET,

AFE: Enable Wireless Client Association FTvo v REBIRLELVE,
AN L AT HOERARA2 M point—to—multipoint 1)y ELTIXENE
9. VE—2—F—FELTEMELET,

d. ELWTAI77MILEEEX 1) TAATIavNRREINTLBIGESE. RETHF
1) T47BT7AILD Enable IMDF v ORI REEIRLET

e. Bridging EIE T Apply 1R3> %%41)w4- LT point-to—point Ty HREFHIIZLE
ERS

. LAN B4 A2k 2 D AP2 & AP1 DJE—k MAC 7KL RA%E{FE5T point—to point E—KIZ

RELEY,

L I RTDTAVLRAT I RARA VM TUTDRELHERELES

e LAN E5 AUk 1 @ AP1 21153 point-to-multipoint Ty E—RERE . DT X T
® AP [& point-to—point T yCE—REZEFETH D,

e AP2 & AP3 (the point—to—point AP)IX AP1 D MAC 7KL X% Remote MAC Adress
BICERESN TS,

o FRTODAP[ZRIL LAN EIZH B, THHHTXTD AP O LAN IP 7RL R (& LAN
TINARERL AR T =V EIZH D,

e DHCP ZF-oTWWAEL, TRTHDIAVYLRATIEARAURE DHCP 4547 ke
LTIP 7RLREZBBTILELNH D,

o« IRTD TAVLRT7IEARAVMEIRLF vV, BLEREE—F. ACEFal)
TAREZEF D,
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7. LAN 2D MEEHERELET,
e FDLANEFAUPDAVE1—2—EHLED LAN T AUMIEHRIN TSI 52—
Ty KBIFAIL, TV B—IZT7 AR EET,

Point-to—Multipoint Ty E—FZ{FE>TIA VL AT IEARA
JhTIAVYLRIETEIE—FT S

DAVLRTIARA U THDTANLRISATUNIEHRTHELELIZTAVYLRES
FJE—,FTBENTEET, TRTDOLST4VIIFIE—LHIWNEITHRDITA VYL AT I+
ARAUNMIEEESNET 4 DFETOEX ) TATAT7AILEERLT 4 DDYE—LDT
ANXLRTIERRAIANTAVYLRIEBEVE—FTBIENTEET . TRTIA DX
TA4TAT7AIIEERES =R FIEFRODBENHY . VE—RITAVYLRATIERARAULD
MAC ZRLRZHDBHENRBHBYET 4 DETHDEXTA4TOT7MILERETEET,
(NETGEAR-WDS-1, NETGEAR-WDS-2, %)

LI TFORETIE AP1., AP2, AP3 A point—to—multipoint 7Y v E—RKTIA VYL REEZE—
RLTWLET, AP2 (X AP1 D EXaUT4T70T774)LE AP3 BDEFX2)T47Oa774)L
NHETY,

AP1
Multipoint

bridge mode
Repeating only

ﬁ | 192.168.0.1

AP2

‘! AP3
Multipoint
bridge mode !
Repeating only

Multipoint
| bridge mode
LAN Repeating only
PC
B A AAYF
LAN
AR PC

DLVYLRTIRARAVETIAVYLRESZIE—LT S

1. (AP2 T)Configuration > Wireless Bridge > Bridging %%k L T Bridging A — %R RLZE
ERS
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Configuration Monitoring Maintenance Support

System | IP | Wireless | Security | Wireless Bridge

Bridging
Bridging @
802.11b/bg/ng 802.11a/na
Enable Wireless Bridging [+
Local MAC Address 04:A1:51:54:89:580
C Wireless Point-to—-Point Bridge = Wireless Point to Multi-Point Bridge

Enable Wireless Client Association @ *"
|| # | Proiile Name Security  Enable |
o 1

NET GEAR-WDS-1 Open System [+

C 2  NETGEAR-WDS-2 Open System —

r 3 NETGEAR-WDS-3 Open System l_

C 4  NETGEAR-WDS-4 Open System —
EDIT CAMCEL APPLY

2. 802.11b/bg/ng E1=1% 802.11a/na 3 T%EIRLFET,

a. Enable Wireless Bridging Fxvoy9 X%:#RLFET . Local MAC Address &7 A
YLRT7IEARAUED MAC PRELRATEEARADIERTT .

Monitoring Maintenance Support

Configuration

System | IP | Wireless | Security | Wireless Bridge

Edit Security Profile

Profile Definition (@

Profile Name NETGEAR-WDS5-1
Remote MAC Address

Authentication Settings @
Network Authentication Open System = |
Data Encryption Mone ;l

Link Test )
IP Address

Link TestI
Link Test Process Status Uninitialized
BACK CaMCEL APPLY
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. Wireless Point-to—Multi-Point Bridge R4 %&9) v LET , BIEIERIZEHET

BHSNnFEI,

Enable Wireless Clinet Association D F v IRy RX%Z(ETLET,

. ADDEXATATATFAILBARREINET  mETH X1V T4TOT7MILES
CHAREUTERLET,

UTOEBZHRELFT .

BH

,.E.ID“‘:

BA

Profile Definition

Profile Name

HhhYPTNITaOI7MILEEFRELEFT .4 2D EFX1)T470
74 IL DT IAILRE NETGEAR-WDS-1, NETGEAR-WDS-2.
NETGEAR-WDS-3. NETGEAR-WDS-4. T9,

Remote MAC
Address

JE—FGRAE) DTANYLATIEARA D MAC 7RL X (AP1
M MAC 7KL A& AP3 ) MAC 7KL R)

Authentication Settings

Network
Authentication and
Data Encryption

Network Authentication KO & r21) X k/H\5 Open System,
WPA-PSK, WPA2-PSK. DL F N EEIRLET . ERICLIzA
THREEBNEEINET,

Network
Authentication and
Data Encryption
(continued)

RELB LU B EEEHOENT Yy BIERE (L]

BETY Y. Open System DIZEBIEIWEP #EHT S

CEEHEEELE T, Data Encryption KA T4 H1)

AR TZEREIRLET,

+ None: EREEEHESEEFRALEE A,

- 64-bit WEP:40/64 £y~ WEP 2,

- 128-bit WEP:104/128 Ey? WEP 2,

- 152-bit WEP:128+24 Ey+D WEP ##, ZDE—FK
[EZDE—FREHR—LLTWBIHEKEDHFIHT]
HETY,

Open
System

TKIP(Temporal Key Integrity Protocol)ld WPA &&
LIZALLONDRERSIEAXTHY., CCokn
VITE ) ANTERFAREL LD (E TKIP DHT
F . WPA Passphrase (Network Key){#IZ/SX L
—RXEAALET RRIL—XE(E 8-63 XFT
ER

WPA-PSK

AES(Advanced Encryption Standard) (& WPA2 &&%,

PA2-PSK . N .
WPAZTPSK | o haiEsER S Bt THY . ConrayT
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AU AL TEIRAGELGL DL AES DA TY,
WPA Passphrase (Network Key)$#IZ/ SR 7L —X%
AALFET, RTL—X KL 8-63 XFTT,
AE:802.11n DEEEZ D=8, WPA2-PSK 25T
& AES BEBLZEHELET,

Link Test

TAVYLRAT I ERARAUMETA VL RIGRDEGE R T 51
OIZ. TAYLRIHRD IP PRLRZEA AL, Link Test R2V %
IP Address 21)w9LFET, Link Test Process Status #HNTADIEREZ R
T~ LZET, (Uninitialized, In Process, Success, Timed Out, or
Failure)

f. Apply REVED)VILTEREEZRFLET , Bridging BEARRINET,

9. ATV d~fERYBRLIMD X1 TATRIFA IOV THREZELET
f5l: ¥ T4FOT74)L NETGEAR-WDS-1 [Z AP1 ) MAC 7KL X, NETGEAR-
WDS-2 [Z AP3 D MAC 7RLREHRELET,

DAY LRATIEARAUR(AP2) TYE—F—FE—FZEMICLET,

a. Bridging [ T Enable Wireless Bridging FTv v XA ZEIRLET,

b. Wireless Point—to—Multi-Point Bridge 5 A RA & EIRLET,

c. Enable Wireless Client Association FT v Ry I R%E(XTLTITAVYLRISAT Uk
EHREEIICLET,

AE :Enable Wireless Client Association DF TRy I AN EIREITT &
e, TAVYLARATIERARAUMEIBEED point-to-multipoint 7'
JwoE—RTEELET .

d. BT BEXa)T47OT74I)LD Enable HDF vy I RAEBIRLET,
e. Apply REUEH)wHILTIE—2—REZHDIZLET,

. LAN 5 A2k 1 D AP1 % AP2 DJE—k MAC PRLRZF->TYE—42—E—FIZHTE

LET,

. LAN 5 A2k 3D AP3 % AP2 MJE—k MAC PRLREFHS>TYE—2—F—FRIZETE

LET,

I RTODITANVNLARTIERARAUMIDWTUTOEREEZHERLET,

o FRTODAP[ZRIL LAN EIZH B, THHHTXTD AP O LAN IP 7RL R (& LAN
TINARERMLEAVET =D LIZH S,
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e DHCP Z{F-oTWALEL, T RTDIAVLARATIEARAUMEDHCP 9547
LTIP7RLRZRBTHILENHD,

o FRTD TANVLRTIEAKRAUMERLF o)L, RLEREE—F. ACEFaY)
TAHEEHF D,
7. LAN 2KDEGHEHERLET,
o EDLANETAVEDAVE1—F—3HED LAN 2T AVMIEHRIN TS/ 4—
b EBEI7AI, T B—IZT oA EET,
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KNS a—FT425

CDETIL WNDAP360 DT IV a—T40d DIERFRHELET . TNThORBBOARE
MDEIZ, FIBEDW. fRRTA-OIZEIDFIE- AEFEHRLTLET,

FATEEE
DAY LRATI9ERARA MBI, LTDELSIZ LED DRENEILET,

o EIR/TANLED: LT = FRE = BRTE 1 2Ea%)

o FUOTATLED: A—HY RIS ITavIMBHRESICIEFERBLET,

e LAN LED:1000Mbps OB (L#%. 100Mbps 0D BFIL . 10Mbps DE LB AT
o #E#R LAN LED:#EfR LAN D FIATRIRELGIS S IEFE R T HALEHRBELET,

EDREICGLLBVMEEIIUTDZET SRR ESEL TS,

JANLATIECARALD LED NENE BLTLALY

ER LED ARATI 5FETHI MDD EAHYFEYT 1 DEEBIR LED ARLTI 5N FoTHT
=Sy,

HLETAVLRTIERRAUMIERAA>TLERLVESIE:

PoE RAYFEFOTTAVYLARAT I ERARAUMNARBLTNSEEL:

o TJANVLRTYIERARAURE PoE RAYFDEDA—H v Tr—T LD LohY LiEfich
TLWANHERLET,

* PoE RAYFDERYT—IT LNV MIEHRINTOSHIHERLET . VU MIERA
RTWAIELHERLET,

* PoE RAYFMNEBICEMEL TSI LERERLET .

AC TR TA—%FE o TIAVLARATIERARAIVMEEEBLTINVDEE(T:

e ACTETB—MIVAVLATIEARAUMIERIN TSI EFHEELET,
o ACTHETA—NEREEZHBLTVDOEUMIEHFIN TSI EEZHEELET,
o JAVLRTZIEARAVHZIBEBEENTIVS AC TR TA—HF-TWNAIEEZHRELET,
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7557147 LED E£71=I& LAN LED A E4TLALY
MIEBENTEGRENHYET,

LITZHRELET

o A—YRYNT—TILDARIZ—WNITANXLRATIERARAURERAYF | IL—E—EFEREIC
EHINTWAIEEHRLET,

o BEHISNTUOSHEBOBEBRNSAOTNDILERERLET,

o ELWWT—TJNLZEFESTWAILERRLET . hT7I)—-5ULDA—HRyNTr—TIILEE
RAL%EY,

42 LAN LED A 4T LY
DAVLRTIERRAVEDTUTHHBELTLER A,

MTFERBLET

« IR LAN ASEATLEEOB AL, PoE Ry FEEHLTLDY —T L OEEELH L
AC 74 FE—DEHLTLAIL LU O REELEL TBROBRBEL THET,

¢ SMTUTHERALTNABAL. LT ORBERRBLET.

FRTEHEEMLALME S L NETGEAR HRAT—HHR—NZHEERL T &Y,

DAL RAA[gEHR OV E 2 —3— oAU 3 —3ybFEIL

LAN [ZEEfe T=720

REICEENHYET,

UTZHRBLET

o JAVLATRETA—%EHDOLE1—4—OD TCP/IP EEDZETENRMEINTULVEWNEE N
HYET, AVE1—4—Z2BEELTHET,

o JANLRTHETE—%EFHDAUE1—42—D TCP/IP SBEMNELLLG LA REMEAHYET, O
EA—4S—FBEEHLTTCP/IP ZENELLVDERLET, 91 FHXavE1—4—0
BEIZIEIP PRLRIZEFHTRE T AEICHKESNTLNET,

o TJANVLRTIEARAUVIDT IAIMEREEIESENDRYNT—ITIETEMELGZLMEL

NEBA TAVLARATIERARAVEDTIANMREESELO DR YT = DIt DR D
BREZFHELTHTIESL,
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DAVYLRTE TA—%F DO E1—8—D SSID, Ry T —9R AR, T—2E S A
BRENTAVLRTIERARAVEDEREELERUNERELET,

DANXLATRETR—%H DA E1—8— DAV LARAT IR RAV DB D EGE R
BE=OIZTANLRTOEARAUED IP PRLRIZ Ping LTHET , Ping NEBLI-15E
X, R —VREEBEELET .

DANLARATE TA—%F DA 1—3— DT I+ LT — I A ~DEHEZHR T 51-

DIZTIHILNT =D A2 Ping LTHET , Ping NERELI-BEIT. RYT—0%EEZR
BEL. /13— yh—ERTONSSF —[ERLET,

T39I =D TAVYLRT I RARAUMEERTE TERL
UTZHELEYT

DANXLRTIEARAVMIELLAVAR—=ILEN, BIRAASTHY. LAN #EHHTETLY
EOEHERLET , 1 —H R YMNEGICRENLZWNATIT47 LED & LAN LED AAELTLTLY
HILEHERLET,

aAVEaA—3—MEE P PRLRZFERALTVWSELIEX IP PRLANTA VYL RAT V2R RA
UhD P TRLADEHBEIZ—HLTWSNERERLET . TAVLRAT I ERRAIUEDT I+
JLNIP 7RLU R 192.168.0.100, T Ryb<T X% 255.255.255.0 TY, DHCP U547 b
BEDAN - ENIET7—L Iz T ON—2aV ITRTFELET Ry T—IREMNELLVOVE
BELET,

DAY LRT7I2ARAURD NetBIOS B EFE-THEBKLTLDEE (. BELOIVE2L—
B—ETANYL AT IRARAUEDE LR YT =0T A MINVED . YT —21Z WINS
Y—N\—DNEFETINEHERELET,

OVEa—43—MIP PRLRZBEITES (DHCP 54 7 U MEREEEIT) THKIICHRES
NTWBIEEFaVE1—4—%BESLET,

BFELNDTSHH—T Java, JavaScript 3BDUNE ActiveX MBEIIZEH>TWLNAIHIEZRLE
9, Intenet Explorer ZH{ELVDIZ A (L Refresh ZL T Java 7T Ly mAH AT NI=HFE
BLET,

TS0 =% TL. Fvulamxd )7L, IvFxF—FHIRLIZEZ TSV —%EELTHE
ERR

ELWAT A UERIFZFE>TNAINEERELES, T74/)L0O5 424l admin, /SXT—F
|& password T3 o AF19F BFEIZ CAPS LOCK WA U TULVRWS EXAFERELET,

DANYLARATIEARL A Web BEA L R3—D1— AT =ERBEZEFELTULVELMES (X LL
TEHELET

REZT DRI, MDEE ST (B ET HRTITHERIC Apply REUZED) v I LTS,
V9 ILEWNMEE | REFRONET
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e Web 75H—0 Refresh £71=I& Reload R2%491) v L THTLIEELY, Web TS50 H—hH
WS EERTLTLSAEESEABY T,

T —[ZURLDOIP PRLRAZAALTEZALT IR
HETD

WO DRERNEZEBZALONET,
UTFOMSIT N a—F405%RLTHD

e LAN EQa E1—42—MNELLEMEL TSI EZERLET , avE1—4—D TCP/IP &%
EMNELWNWIEZHELET BTE IP PRLRAEFALTWALGLIE, HTRVYNTRY, T4
LS —k9 1A  DNS, TANVLRAT7IEARAUD IP PRLUREFEZRLET,

e OAVEA—AF—NELLRESNZINVWTHLELEERTELVEX, T4 VLATIERARAIUMD
BN TOWTERNADTNWAILEHRELET, TAVLARATIOERRAVMITIEALT
HEEHERLET, TAVLRTIERARAIUNMIT IR TELR L, LAN EEEERERL
I

o JANLARTHIERARAUVEANELLEESNTWAEGLIE, BELDS 24— yMER(TO
—RNURIL—2—DETFTL)NELSEELTWAIERERLET .

Ping Z{#>T TCP/IP RybT—D%rS5T IV a—+T 5
[ZEAED TCP/IP iR P IL—F—([XTa—) I T AT YRERTED T /N1 RIZ1EIET 5 Ping
A—FA)T4EH>TVWET,, TNARIETI—)TSATRELET, BELDIAVEL—E—T
Ping 1—T 4 ) T4&ZFESZETHEIZ TCP/IP Ry T —9% ST IV a—+TEET,

DAY LRTIEARAUAAD LAN EfHGEHERT S
BENDAVELI—EF—DSTANYLATIEARAU A Ping 52 ETHEBELOIEL—2—

METANVLRATIEARAUEAD LAN EENELSEE TETCVWAIEHER T HIENTEE
T
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Windows A E a—3—MWoD A YL AT IERARSL M Ping 5
1. RA—F > FTRTOFTOSSL > AR RFFTOVTREEIRLET,

FAzi)
i-,, Snipping Tool
‘B Windows EEUT s 78—
L ThAFD-35-
1ok Lo-4-
@2 FawbT—h FO3 oo —saDiER
|
3 2 BEIEELTET
B Foiohe—~nisiz

1 FIRED

| F085LE77 LR

et @)l @ B &

avoRTa T 94 RO RRTENET,
2. PingDHEIZTANVLRATZIEARAVED IP PRLRAZLUTDESIZAALET,
ping 192.168.1.12

3. Enter ¥—%#LFEY,
BEHEAELOFIXUTORO I IEERNARTINET .

[ T 1 W

o,

BEHRAELBWMEREFM LT IFMEDIS—RENENET,

4. HEFRNELLLGWMES UTOEAIDERANEZLONET,
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. YEMNLTERORY
e F7YTATLED & LAN LED ANETL TS LEHERLET,
o EHEINTLHBD2Y LED NEKTLTWWD I EEEELET,
o FRYRT—UREDNIRY
o AVEa1—EF—TA—YRYM—FFSA/\—=E TCP/IP VI T A2 RAb—
ILENTEESIN TSI LEHRELET,

o TAVLRTZIVEARAVRESFELNDT—IRT—23> D IP FRLAMNIELL
MDORILCHY TRy EICHEHEETERELET

BENDIAVE1—F—DNEYE—FTFNAAANDELGEIERT S

LAN M IEELKEME T AL HERLI- R, BEVLNDIVEL—F—MBUE—FT NS ZAADE
e LET,

1. RE—k>FTRTOFTATSL > aARRTA T ERIRLET,

AR TAV TR I4 ORI RRTRENET,

2. Ping M&HEIZISP M DNS H—/N\—Z D IP PRLAA Ping LEY,

3. BHAELLLGUVMEEFLTERERLET,

e BEVLDIAVEL—EZ—MTIAHIITIERARAVLELTIL—E—D IP FTRLREH>
TWAIE, BFELDOIAVEL—F—M DHCP TPRLRAZEEBLTWSI5E. COER
FRBIEMTEFE A,

o BELNDIAVEL—EF—DRYET—ITRLR(RRYTHRESNTLSED) JE—IT
NAZRDFYET—IFTRLRERGS>TNSIEERERLET,

o TJAO—FRNURIL—E2—PETLANELGERSN TEHEL TSI EEHERLET,

B {+ R D i B

Configuration > System > Basic > Time TZ&R/RSNS Time 5% E B H CIRED BT EFME R
'C%QETO JAXLRT7IEARAME NTP(Network Time Protocol)Z{#>T Time Setting [EH
BRELIZAVA—IE LD RYRNT =D 3 A LY —N\—DBIRED BTERHRZREFELET . O
7WﬁliEﬂﬁéhélzl~'J—l X BRI REETRINET, BT ERFREEREDRREIZIELLT O
FOEEDOIRHYET,
o  BfTEEA ELLALY,
RE: DAY LRTIERRA D ELZRYNT =84 L — /A —THEFETETLVEL, 1>
A—2YMERBRENELSERESN TSI EEHERELET  TA VL ATV ERRAI UM EER
ELEIENYDEFTRIE 5 HEF>THLEFEHRELTHET,
.« BHRIZELLA 1 BETHLTNS, BRIAHTERL TS,
FRRE:EZLEE534 LY —2EERLTNS, ELWVIS LY —UFFRLET,
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NIRRT Fo—Y—LEES

DANXLRINT YR XY TFo—LTRYN T =TT T4 VIR — LTS D49 I INE— % iR
W AIENTEET , T Fr— L=/ yh 20— (XL YD ELSRENTLNVS DN
TIRDBEEINTNEINERBZIENTEET, I7MNVICF v TFr—TEET70—NDH A XIZ
IERYALHYET,

IrUNER R TF—T 5

1. Monitoring > Packet Capture %3#E1#R L T Packet Capture BIHZ &z ~LE T,

Configuration Monitoring Maintenance Support

System | Wireless Stations | Rogue AP | Logs | Statistics | Packet Capture

Packet Capture

Packet Capture )

start| Stop| Saveas..|

2. Start RFVED)VILTIANVL AT IEARAVEDFERLTWASAF Yo RILTERETS
TAXLRINTYEDF YT Fr—%FIRLET , 24GHz D/NT IR F v TFr—TEET,
DANVLAT IR RAV DB EHEICITZEIHYETA
LRI HR Y TFr—LIz\ Ty FET B EIETNOERET IHBETILELHY.
HLONTY Y DHEXF Y TFy—TEET,

3. Stop RAVEIYILTHE Y TFr—%EFLLET,

4. Save as RAL %)Y ILTEX ¥ TFv—L7T= capture.pcap Z7A4 )L EIAVE 1—2—IZREEL
x99,
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AfH B 1F ¥R

ZD{+8%TIX WNDAP360 DREERF AV, TIHHFTRESLVEMERERLET . LLTD
WHRZEH#FT,

o BT ER
o TIGHARE

ATk

Hgk HH&
802.11b/bg/ng T ANV L A {L#%

802.11b T—%4L—k |1, 2, 55,11 Mbps HEIA]ZE

802.11bg T—AL—k|1,2,55,6,9, 11, 12, 18, 24, 36, 48, 54 Mbps, BEIA[ &

Data rates for a 20 MHz channel width and an automatic guard interval:

0/ 7.2 Mbps, 1/ 14.4 Mbps, 2 / 21.7 Mbps, 3 / 28.9 Mbps, 4 / 43.3
Mbps,

5/ 57.8 Mbps, 6 / 65 Mbps, 7 / 72.2 Mbps, 8 / 14.44 Mbps, 9 / 28.88
Mbps,

10 / 43.33 Mbps, 11 / 57.77 Mbps, 12 / 86.66 Mbps, 13 / 115.56 Mbps,
14 / 130 Mbps, 15 / 144.44 Mbps, BEIA[Z

Data rates for a 20 MHz channel width and a long guard interval (800

ms):
802.11ng MCS index |0 / 6.5 Mbps, 1 / 13 Mbps, 2 / 19.5 Mbps, 3 / 26 Mbps, 4 / 39 Mbps, 5 /
ET—EL—Fk 52 Mbps,
6 / 58.5 Mbps, 7 / 65 Mbps, 8 / 13 Mbps, 9 / 26 Mbps, 10 / 39 Mbps, 11
/ 52 Mbps,

12 / 78 Mbps, 13 / 104 Mbps, 14 / 117 Mbps, 15 / 130 Mbps, BEIAI £

Data rates for a 40 MHz channel width and an automatic guard interval:

0/ 15 Mbps, 1 / 30 Mbps, 2 / 45 Mbps, 3 / 60 Mbps, 4 / 90 Mbps, 5 /
120 Mbps,

6 / 135 Mbps, 7 / 150 Mbps, 8 / 30 Mbps, 9 / 60 Mbps, 10 / 90 Mbps, 11
/ 120 Mbps,

12 / 180 Mbps, 13 / 240 Mbps, 14 / 270 Mbps, 15 / 300 Mbps, HER] Z
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Data rates for a 40 MHz channel width and a long guard interval (800
ms):

0/ 13.5 Mbps, 1 / 27 Mbps, 2 / 40.5 Mbps, 3 / 54 Mbps, 4 / 81 Mbps, 5
/ 108 Mbps,

6/ 121.5 Mbps, 7 / 135 Mbps, 8 / 27 Mbps, 9 / 54 Mbps, 10 / 81 Mbps,
11 / 108 Mbps, 12 / 162 Mbps, 13 / 216 Mbps, 14 / 243 Mbps, 15 / 270
Mbps, B Ea] %

802.11b/bg/ng
HER K

« 2.412-2.462 GHz (US)

« 2.457-2.462 GHz (Spain)

+ 2.410-2.484 GHz (Japan 11b)

« 2.410-2.472 GHz (Japan 11ng)
+ 2.457-2.472 GHz (France)

« 2.412-2.472 GHz (Europe ETSI)
« 2.412-2.472 GHz (China)

802.11 b/bg/ng K55
it

- 64-bit, 128-bit, and 52-bit WEP
- AES
 TKIP

802.11a/na T AL A L#%

802.11a T —4L—Fh

6,9, 12, 18, 24, 36, 48, 54 Mbps, BEIA] &

802.11na T —4L—k

Data rates for a 20 MHz channel width and an automatic guard interval:

0/ 7.2 Mbps, 1/ 14.4 Mbps, 2 / 21.7 Mbps, 3 / 28.9 Mbps, 4 / 43.3
Mbps,

5/ 57.8 Mbps, 6 / 65 Mbps, 7 / 72.2 Mbps, 8 / 14.44 Mbps, 9 / 28.88
Mbps,

10 / 43.33 Mbps, 11 / 57.77 Mbps, 12 / 86.66 Mbps, 13 / 115.56 Mbps,
14 / 130 Mbps, 15 / 144.44 Mbps, BEIA[ %

Data rates for a 20 MHz channel width and a long guard interval (800

ms):

0/ 6.5 Mbps, 1/ 13 Mbps, 2 /19.5 Mbps, 3 / 26 Mbps, 4 / 39 Mbps, 5 /
52 Mbps,

6 / 58.5 Mbps, 7 / 65 Mbps, 8 / 13 Mbps, 9 / 26 Mbps, 10 / 39 Mbps, 11
/ 52 Mbps,

12 / 78 Mbps, 13 / 104 Mbps, 14 / 117 Mbps, 15 / 130 Mbps, BENRI %

Data rates for a 40 MHz channel width and an automatic guard interval:
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0/ 15 Mbps, 1 / 30 Mbps, 2 / 45 Mbps, 3 / 60 Mbps, 4 / 90 Mbps, 5 /
120 Mbps,

6 / 135 Mbps, 7 / 150 Mbps, 8 / 30 Mbps, 9 / 60 Mbps, 10 / 90 Mbps, 11
/ 120 Mbps,

12 / 180 Mbps, 13 / 240 Mbps, 14 / 270 Mbps, 15 / 300 Mbps, B &R %

Data rates for a 40 MHz channel width and a long guard interval (800
ms):

0/ 13.5 Mbps, 1 / 27 Mbps, 2 / 40.5 Mbps, 3 / 54 Mbps, 4 / 81 Mbps, 5
/ 108 Mbps,

6/ 121.5 Mbps, 7 / 135 Mbps, 8 / 27 Mbps, 9 / 54 Mbps, 10 / 81 Mbps,
11 / 108 Mbps, 12 / 162 Mbps, 13 / 216 Mbps, 14 / 243 Mbps, 15 / 270
Mbps, B EIRI £

802.11a/na
IERIRE

- 5.180-5.240 GHz (US, lower frequencies)

. 5.260-5.320 GHz (US, middle frequencies)

. 5.180-5240 GHz (CE [EU], lower frequencies)
« 5.260-5.320 GHz (CE [EU], middle frequencies)
- 5.500-5.680 GHz (CE [EU], upper frequencies)

- 64-bit, 128-bit, and 52-bit WEP

802.11 a/na iS4t |- AES
« TKIP
EEHB LU

YR —EE

«Web B/ A—TJ1x—RX  SNMP. Telnet ZF£7=Id SSH(CLI)
- SNMP MIB I, MIB 11, 802.11 MIB ¥ B MIB

BRAIZAT b =K 64
- BiIR/TAKLED
25—4% LED - Y& LED
7 « 41—H2%vk LAN
« JA4¥L X LAN (2.4 GHz & 5 GHz)
=8 DL
AC 7R TH— 12 VDC, 1A
A . Tr;‘f (h x w x d): 253.75 x 253.75 x 54.76 mm
- E&:0.886 kg
RIEAHR FEREE 0 to 55°C
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FEREE: 10-90%, $EFZELE &

ETESF

R1F384%

FCC Part 15 Class B and Class E, CE, and C-TICK
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TIGHRERE

TAXLRT I ERARAUEDRAD )b R0 ERIBLLTI R TOREZWEAELTTI ST
HREICETIENTEET, chEN—KRYyrEEUET,

N—R)EYrERITTBHIZITHRIOVED LS50 D T Reset K2 % 5 B LLE (BIR/TA LED
NERICABRITIFET)RIBLLET VA VLRAT VARSI UM ERDERD LS ICTIHHFHREE
[CRLZEY,

AE:VEYMREVERBRRLIES X7 AV LRAT IV EARA U O BRSO

HEFYET,
Hae BRE
by %
1—4—0%4'1> URL 192.168.0.100
a1—H—4 admin
(RXFINFEHIBILET)
AT A IRRAT—F password
(RXFINFEHIBILET)
A—HRyk
EE IP 7FLR 192.168.0.210
A—H vk MAC 7RL X RAETR)VIZEESE
R—rRE—F 10/100/1000Mbps
LAN
LAN IP 7RL X 192.168.0.100
HIRYITRY 255.255.255.0
T—bOTAT7RLA 0.0.0.0
DHCP H—/\— 3
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DHCP 2547 >k %
BALT— USA-Pacific
SNMP 45
Spanning Tree Protocol T
Secure Shell (SSH) FE5)

Secure Telnet

3]

J4¥L X LAN
#}EE—F FTORRRAUM, AV TSRS Fr—E—F
DAY LRAT7IEARA M netgearxxxxxx (xxxxxx [T A VYL RATHOARA L
D MAC PRLADT 6 #1)
;iR A

11 b/g/n SSID

NETGEAR_11ng

SSID M7 O—KF+v X+

a3

tXal)T4 #E(open system)

kR ARk

802.11ng Bk, KB FroI)L |BE

EEH S Full

TAYLRAT IR R FTARTDTA VL REHKREEA]
WMM H7R—k a9
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BEUMB IS0 H—THRENTEET .

CLIZff->T, Telnet £I&/- SSH EHFRH TR ELHIR. ERITHENTEET,

Keyword

Description

| -backup—configuration

|-config>

| |-apname

|-country

|-dhep>

| |-dns-server

| |-gateway

| |-ip-address

| |-lease-time

| |-status

| |-subnet-mask

| |-wins-server

|

|-http-redirect

|-http-redirect-url

|-interface>

| |-wlan>

| |-2. 4GHz>

| |-aggregation-length
| —ampdu
|-beacon-interval
|-channel
|-channelwidth

|-dtim-interval

|

|

|

|

|

| |-extension-protection-spacing
| |-fragmentation-length

| |-guardinterval

| |-knownap-add

| |-knownap-del

|-macac |-add

|-macac|-database

——backup configuration
—configuration setting
—-—access point name
—-—country/region
—-DHCP server

—DNS server

—default gateway

—IP range

——lease time

—status

—-subnet mask

—WINS server

—enable HTTP redirection

—HTTP redirection URL

—-select wireless lan interface
—wireless LAN interface setting

—2.4 GHz wireless LAN interface setting
——aggregated packet size

——aggregated MAC Protocol Data Unit
beacon period in TU (1024 us)
channel

—wireless
—wireless
——wireless channel width
—wireless DTIM period in beacon interval
—wireless extension protection spacing
—wireless fragmentation threshold(even only)
——interval
——add known access point

——delete known access point

——add wireless access control (ACL)

—delete wireless access control (ACL) database
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| | | | |-macacl-del ——delete wireless access control (ACL)

| | | | |-mosrate ——transmit data rate
| -mode —enable wireless access control (ACL)
|-operation-mode ——wireless operation mode
| -power —wireless transmit power
|-preamble —wireless preamble (only effect on 802.11b rates)
|-radio -—enable wireless radio
|-rate —wireless transmission date rate
|-rifs—transmission —enable successive frame transmission at different

| transmit powers

| -rogue-ap-detection ——enable rogue access point detection
|-rts—threshold —wireless RTS/CTS threshold
|-secur ity-profile> —create security profile
[-1> —1st security profile
|-authentication ——authentication type
|-encryption —data encryption
|-hide-network-name —hide network name
|-key1 —wireless wep key 1
|-key2 —wireless wep key 2
|-key3 —wireless wep key 3
|-key4 —wireless wep key 4
|-keyno ——key number
|-name —profile name
|-presharedkey —pre-shared key
|-security-separation ——disable associated wireless client communication
|-ssid —network name (1-32 chars)
|-status —profile status
| -wep—pass—phrase —wireless wep passphrase key
| -wepkeytype —wireless wep key type

—2nd security profile

|
||
|
|
||
||
|
||
|
|
|1
|1
|
|
| | |-vlan-id —VLAN id
|1
|1
|
| 1-2
|1
|
|1
|
|1
|1
|
|1
|1
|

| —-authentication —authentication type
|-encryption ——data encryption
|-hide-network-name —hide network name
|-key1 —wireless wep key 1
|-key2 —wireless wep key 2
|-key3 —wireless wep key 3
|-key4 —wireless wep key 4
|-keyno ——key number

| -name ——profile name
|-presharedkey ——pre-shared key

117



WNDAP360 BT =27/l

|-security-separation —disable associated wireless client communication
|-ssid —network name (1-32 chars)

|-status —profile status

|-vian-id —VLAN id

| -wep—pass—phrase —wireless wep passphrase key

| -wepkeytype —wireless wep key type

—-3rd security profile

| —-authentication —authentication type
|-encryption -—data encryption
|-hide-network-name —hide network name

[-key1 —wireless wep key 1

|-key2 —wireless wep key 2

|-key3 —wireless wep key 3

|-key4 —wireless wep key 4

|-keyno ——key number

| -name ——profile name

| -presharedkey ——pre-shared key

|-secur ity-separation —disable associated wireless client communication
|-ssid —network name (1-32 chars)
|-status ——profile status

| -wep—pass—phrase —wireless wep passphrase key
| -wepkeytype —wireless wep key type

|

|

|

|

|

|

|

[-3

|

|

|

|

|

|

|

|

|

|

|

|

|

| |-vlan-id —VLAN id
|

|

|

|-4 ——4th security profile
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

| —-authentication —authentication type
|-encryption —data encryption
|-hide-network-name —hide network name

|-key1 —wireless wep key 1

|-key2 —wireless wep key 2

|-key3 —wireless wep key 3

|-key4 —wireless wep key 4

|-keyno ——key number

| -name ——profile name

| -presharedkey ——pre-shared key
|-security-separation ——disable associated wireless client communication
|-ssid ——network name (1-32 chars)
|-status ——profile status

|-vian-id —VLAN id

| -wep—pass—phrase —wireless wep passphrase key
| -wepkeytype —wireless wep key type
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[-5>
|-authentication
|-encryption
|-hide-network-name
|-key1
|-key2
|-key3
|-key4
|-keyno
| -name
|-presharedkey
|-security-separation
|-ssid
|-status
|-vian-id
| -wep—-pass—phrase

| -wepkeytype

| —authentication

|-encryption

|-key1

|-key2

|-key3

|-key4

|-keyno

|-name
|-presharedkey
|-secur ity-separation
|-ssid

|-status
|-vlan-id

| -wep—pass—phrase

| -wepkeytype

| —authentication
|-encryption
|-hide-network-name

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|-6
|
|
| |-hide-network-name
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|-7
|
|
|
|

|-key1

WNDAP360 BT =27/l

—-bth security profile
—authentication type
——data encryption
—-hide network name
—wireless wep key 1
-—wireless wep key 2
—wireless wep key 3
—wireless wep key 4
—key number

—profile name

——pre-shared key

——disable associated wireless client communication

—network name (1-32 chars)
—profile status

—VLAN id

—wireless wep passphrase key

—wireless wep key type

——6th security profile
——authentication type
—data encryption
—-hide network name
—wireless wep key 1
—wireless wep key 2
—wireless wep key 3
—wireless wep key 4
—key number
—profile name
——pre-shared key

——disable associated wireless client communication

—network name (1-32 chars)
——profile status

—VLAN id

—wireless wep passphrase key

—wireless wep key type

——Tth security profile
—authentication type
——data encryption
—-hide network name

—wireless wep key 1
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| -name
|-presharedkey
|-security-separation

|-ssid

| -wep—pass—phrase

| -wepkeytype

| —authentication

|-hide-network-name

| -name

|-presharedkey
|-security-separation
|-ssid

|-status

|-vlan-id

| -wep—pass—phrase

|
|
|
|
|
|
|
|
|
|
|
|
|
[-8
|
| |-encryption
|
|
|
|
|
|
|
|
|
|
|
|
|
| |-wepkeytype
|

-wireless-bridge>

-secur ity-profile>
[-1>
|-authentication
|-encryption

| -name

| -remote-mac

|-status

|
|
[
||
||
| | |-presharedkey
[
||
||

| -wep—-pass—phrase

WNDAP360 BT =27/l

—wireless wep key 2
—wireless wep key 3
—wireless wep key 4

—key number

——profile name

——pre-shared key

——disable associated wireless client communication
—network name (1-32 chars)
—profile status

—VLAN id

—wireless wep passphrase key

—wireless wep key type

——8th security profile
—authentication type

——data encryption

—-hide network name
—wireless wep key 1
—wireless wep key 2
—wireless wep key 3
—wireless wep key 4

—key number

—profile name

——pre-shared key

——disable associated wireless client communication
—network name (1-32 chars)
—profile status

—VLAN id

—wireless wep passphrase key

—wireless wep key type

——wireless bridge setting
——create security profile
——1st security profile
——authentication type
——data encryption
—profile name
——preshared key

——remote MAC

—profile status

—wireless wep passphrase key
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| -wepkey —wireless wep key

| -wepkeytype —wireless wep key type

—2nd security profile

| —-authentication —authentication type
|-encryption -—data encryption

| -name ——profile name

| -presharedkey —preshared key

| -remote-mac —remote MAC

|-status —profile status

| -wep—pass—phrase —wireless wep passphrase key
| -wepkey —wireless wep key

| -wepkeytype —wireless wep key type

—3rd security profile

| —-authentication —authentication type
|-encryption ——data encryption

| -name ——profile name

| -remote-mac —remote MAC

|-status ——profile status

| -wep—pass—phrase —wireless wep passphrase key
| -wepkey —wireless wep key

| -wepkeytype —wireless wep key type

|

|

|

[-2

|

|

|

|

|

|

|

|

|

|

[-3

|

|

|

| |-presharedkey ——preshared key
|

|

|

|

|

|

[-4 —4th security profile
|
|
|
|
|
|
|
|
|
|

| —-authentication —authentication type

|-encryption ——data encryption

| -name —profile name

| -presharedkey —preshared key

| -remote-mac —remote MAC

|-status ——profile status

| -wep-pass—phrase —wireless wep passphrase key

| -wepkey —wireless wep key

| -wepkeytype —wireless wep key type
| —wmm> ——wmm settings
| |-ap-data0-best-effort ——access point best effort voice data
| |-ap-datal-background ——access point low-priority data
| |-ap-data2-video —-access point video data
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|-ap-data3-voice

|-station-data0-best-effort
|-station-datal-background

|-station-data3-voice

|

|

|

| |-station—data2-video
|

| |-support

|

| —-aggregation-length
| -ampdu
|-beacon-interval
|-channel
|-channelwidth

|-dtim-interval

|-extension-protection-spacing

|-fragmentation—-length
|-guardinterval

| -knownap-add
|-knownap—de |
|-macac 1>

| |-add

| |-del

|

|-macac |-add

|-macac |-database
|-macac|-del

|-mesrate

| -mode
|-operation-mode

| -power

|-radio

|-rate
|-rifs—transmission

|

|-rogue-ap—detection
|-rts—threshold
|-security-profile>

[ 1-1>

| | |-authentication
| | |-encryption
|1

|-hide-network-name

WNDAP360 BT =27/l

-—access point voice data
——station best effort voice data
—station low-priority data
—-station video data
—-station voice data

——support

-5 GHz wireless LAN interface setting
——aggregated packet size

——aggregated MAC Protocol Data Unit
—wireless beacon period in TU(1024 us)
—wireless channel (depends on country and wireless mode)
—wireless channel width

—wireless DTIM period in beacon interval

—wireless extension protection spacing

—wireless fragmentation threshold(even only)

—interval (from interference from other transmissions)
——add known access point

—delete known access point

—modify wireless access control (ACL)
—-add wireless access control (ACL)
—delete wireless access control (ACL)
—add wireless access control (ACL)
—delete wireless access control (ACL) database
—delete wireless access control (ACL)
—transmit data rate
—enable wireless access control (ACL)

—wireless operation mode

—wireless transmit power

—enable wireless radio

—wireless transmission date rate

——enable successive frame transmission at different
transmit powers

——enable rogue access point detection

—wireless RTS/CTS threshold

——create security profile

——1st security profile

——authentication type

——data encryption

——hide network name
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|-key1
|-key2
|-key3
|-key4
|-keyno
| -name

| -presharedkey

|-security-separation

|-ssid

|-status
|-vian-id

| -wep—-pass—phrase

|-wepkeytype

| —authentication
|-encryption
|-hide-network-name
|-key1

|-key2

|-key3

|-key4

|-keyno

| -name

|-presharedkey

|-security-separation

|-ssid

|-status
|-vian-id

| -wep—pass—phrase
| -wepkeytype

| —authentication
|-encryption
|-hide-network-name
|-key1

|-key2

|-key3

|-key4

|-keyno

| -name

WNDAP360 BT =27/l

—wireless wep key 1
—wireless wep key 2
—wireless wep key 3
—wireless wep key 4

——key number

——profile name

—pre-shared key

——disable associated wireless client communication
—network name (1-32 chars)
——profile status

—VLAN id

—wireless wep passphrase key

—wireless wep key type

—2nd security profile
—authentication type

——data encryption

——hide network name
—wireless wep key 1
—wireless wep key 2
—wireless wep key 3
—wireless wep key 4

——key number

—profile name

——pre-shared key

——disable associated wireless client communication
—network name (1-32 chars)
—profile status

—VLAN id

—wireless wep passphrase key

—wireless wep key type

—3rd security profile
——authentication type
——data encryption
——hide network name
—wireless wep key 1
—wireless wep key 2
—wireless wep key 3
—wireless wep key 4
——key number

—profile name
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| -presharedkey —pre-shared key

|-security-separation —disable associated wireless client communication
|-ssid —network name (1-32 chars)

|-status —profile status

|-vian-id —VLAN id

| -wep—pass—phrase —wireless wep passphrase key

| -wepkeytype —wireless wep key type

——4th security profile

| —-authentication —authentication type
|-encryption -—data encryption
|-hide-network-name —hide network name

[-key1 —wireless wep key 1

|-key2 —wireless wep key 2

|-key3 —wireless wep key 3

|-key4 —wireless wep key 4

|-keyno ——key number

| -name ——profile name

|-presharedkey —pre—shared key
|-security-separation ——disable associated wireless client communication
|-ssid —network name (1-32 chars)
|-vlan-id —VLAN id

| -wep—pass—phrase —wireless wep passphrase key
|-wepkeytype —wireless wep key type

|

|

|

|

|

|

|

|

|-4

|

|

|

|

|

|

|

|

|

|

|

|

| |-status ——profile status
|

|

|

|

|-5 —-5th security profile
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

| —-authentication —authentication type
|-encryption —data encryption
|-hide-network-name —hide network name

|-key1 —wireless wep key 1

|-key2 —wireless wep key 2

|-key3 —wireless wep key 3

|-key4 —wireless wep key 4

|-keyno ——key number

| -name ——profile name

| -presharedkey ——pre-shared key
|-security-separation ——disable associated wireless client communication
|-ssid ——network name (1-32 chars)
|-status —profile status

|-vian-id —VLAN id

| -wep—pass—phrase —wireless wep passphrase key

124



| |-wepkeytype

|

[-6>

| |-authentication

|-encryption

|-hide-network-name

|-key1
|-key2
|-key3
|-key4
|-keyno
|-name

|-presharedkey

|-secur ity-separation

|-ssid

|-status
|-vian-id

| -wep—-pass—phrase

| -wepkeytype

|-encryption

|-hide-network-name

|-key1
|-key2
|-key3
|-key4
|-keyno
|-name

|-presharedkey

|-secur ity-separation

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

[-7

| | -authentication
|

|

|

|

|

|

|

|

|

|

| |-ssid

| |-status

| |-vlan-id

| |-wep-pass—phrase
| |-wepkeytype
|

[-8>

| |-authentication

| |-encryption

WNDAP360 BT =27/l

—wireless wep key type

—6th security profile
——authentication type

——data encryption

—-hide network name
—wireless wep key 1
-—wireless wep key 2
—wireless wep key 3
—wireless wep key 4

—key number

—profile name

——pre-shared key

——disable associated wireless client communication
—network name (1-32 chars)
—profile status

—VLAN id

—wireless wep passphrase key

—wireless wep key type

—T7th security profile
—authentication type

——data encryption

—hide network name
—wireless wep key 1
—wireless wep key 2
—wireless wep key 3
—wireless wep key 4

——key number

——profile name

——pre-shared key

——disable associated wireless client communication
——network name (1-32 chars)
——profile status

—VLAN id

—wireless wep passphrase key

—wireless wep key type

——8th security profile
—authentication type

——data encryption
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—2nd security profile

| | |-hide-network-name —hide network name

| | |-keyt —wireless wep key 1

| | [-key2 —wireless wep key 2

| | |-key3 —wireless wep key 3

| | |-key4 —wireless wep key 4

| | |-keyno ——key number

| | |-name ——profile name

| | |-presharedkey ——pre-shared key

| | |-security-separation —disable associated wireless client communication
| | |-ssid ——network name (1-32 chars)
| | |-status ——profile status

| | |-vlan-id —VLAN id

| | |-wep-pass—phrase —wireless wep passphrase key
| | |-wepkeytype —wireless wep key type
|

|

|-wireless—bridge> —wireless bridge setting
| |-security-profile> —create security profile
|| -1 —1st security profile

| |-authentication ——authentication type

| |-encryption ——data encryption

| | -name —profile name

| |-presharedkey ——preshared key

| | -remote-mac ——remote MAC

| |-status —profile status

| | -wep—pass—phrase —wireless wep passphrase key
| | -wepkey —wireless wep key

| | -wepkeytype —wireless wep key type

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|
|
|
[
[
(I
(I
[
[
(I
(I
[
| 1-2
| | I—authentlcatlon ——authentication type
[
[
||
||
[
[
||
[
[
| 1-
||

|-encryption —data encryption

| -name —profile name

| -presharedkey ——preshared key

| -remote-mac —remote MAC

|-status —profile status

| -wep—pass—phrase —wireless wep passphrase key
| -wepkey —wireless wep key

| -wepkeytype —wireless wep key type

-3 ——3rd security profile
|-authentication —authentication type
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|-encryption ——data encryption

| -name ——profile name

| -presharedkey ——preshared key

| -remote-mac —remote MAC

|-status ——profile status

| -wep—-pass—phrase —wireless wep passphrase key
| -wepkey —wireless wep key

| -wepkeytype —wireless wep key type

——4th security profile

||
(I
(I
||
||
(I
|
||
||
| |-4
| | | —authentication ——authentication type
[
|
|
[
[
|
|
[
[
I

|-encryption —data encryption

| -name ——profile name

| -presharedkey ——preshared key

| -remote-mac —remote MAC

|-status ——profile status

| -wep—-pass—phrase —wireless wep passphrase key

| -wepkey —wireless wep key

| -wepkeytype —wireless wep key type

—wmm> ——wmm settings

| -ap-data0-best-effort ——access point best effort voice data
| -ap-datal-background ——access point low-priority data
|-ap—data2-video —access point video data
|-ap—data3-voice —access point voice data

I
I
I
I
I
I
I
I
I
I
I
|
I
I
|
|
I
I
|
|
I
|
|
I
I
|
|
| |-station-data0-best-effort --station best effort voice data
I

I

|

I

I

|-station-datal-background —-station low-priority data
|-station-data2-video ——station video data
|-station-data3-voice —station voice data
[-support -—27?
-ip> ——set host [P
|-address —host [P address
| -default-gateway —I[P address of default gateway
|-dhcp-client —enable dhcp client
|-dns—server ——I[P address of DNS server
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|-log> —-syslog setting
|-syslog -—enable syslog client
|-syslog-server—ip -—syslog server IP address
|-syslog-server—port —syslog server port number
radius>
|-accounting-server—primary ——primary accounting server
| -accounting—server—primary-port —primary accounting server port
| -accounting—server—primary-sharedsecret —primary accounting server shared secret
|-accounting-server—-secondary -—secondary accounting server
| -accounting-server—-secondary-port ——secondary accounting server port
| -accounting-server—secondary-sharedsecret —secondary accounting server shared secret
|-authentication-server—primary —primary authentication server
|-authentication-server—primary-port ——primary system accounting server shared
| secret
|-authentication-server—primary-sharedsecret ——primary authentication server shared secret
|-authentication-server—-secondary -—secondary authentication server

I

I

I

I

|-

I

I

I

I

I

I

I

I

I

I

I

| |-authentication-server-secondary-port ——secondary authentication server port
| |-authentication-server-secondary-sharedsecret ——secondary authentication server shared
I

I
|-
I

I

I

I
|-
I

I

I

I

I

I

I

| secret
remote> ——enable remote access via SSH
| -ssh-port ——SSH port
| -sshd ——SSH daemon
|-telnet ——enable remote access via Telnet
snmp> —SNMP setting
|-description —SNMP system description
| -read-community —SNMP ReadCommunity
| -snmp-status —SNMP status
| -trap—community —SNMP ReadCommunity
|-trap-server —SNMP TrapServer I[P address
| -wr i te-community —SNMP Wr i teCommunity
|-spanning-tree ——enable spanning tree protocol
|-time> ——time Setting
| |-custom-ntp-server ——custom NTP server host name
| |-daylightsaving ——dayl ight saving
| |-ntp-client —NTP client host name
| |-ntp-server —NTP server host name
| |-time-zone ——time zone
I

128



| |-vlan>

| | |-management-vlan

| | |-untagged-vlan

| | |-untagged-vlan-status
|

|-exit

|-file
|-firmware-upgrade

| -password
|-restore-configuration
|-restore-defaul t-password
| -show>

|-configuration
|-interface>

| |-eth>

| |-statistics

|

|-wlan>

| |-2. 4GHz>
|-configuration
|-knownap | ist
|-stationlist

|-statistics

|-unknownap| ist

|-configuration
|-knownap | ist
|-stationlist

|-statistics

|

|

|

|

|

|

|
|-5GHz>
|

|

|

|

|

| |-unknownaplist
|

|
|-log
|-system

|-trusted-stationlist

|-trusted-stationlist
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—vlan settings
--vlan management id
——untagged vlan id

—untagged vlan status

——logout from CLI

—upload new system firmware file
-—system password

—restore system configuration
——restore default system password
——show system settings

—show system configuration
——show wireless lan interface
——ethernet interface

——show ethernet statistics

—wlan interface settings
——2.4GHz wlan interface settings
——interface configuration
—known access point |ist
——station |ist

——interface statistics

——trusted station list

——unknown access point |ist

——b5GHz wlan interface settings
—interface configuration
——known access point |ist
—-station list

——interface statistics
—trusted station list

——unknown access point |ist

-—system log

——system setting
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